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Abstract. The article presents the results of improving automation in managing the thermal destruction 

of municipal solid waste (MSW) through software recovery after failures. A functional structure and selected 

technological parameters (as controlled coordinates) for a hierarchical automatic control system (ACS) for 

MSW thermal destruction were proposed. A homogeneous Markov chain was used to model the failure and 

fault parameters of cyclic software operation. The application of the ACS with the proposed recovery struc-

ture ensures software reliability by adjusting the threshold number of failures. This recovery implementation 

reduces environmental pollution in stationary modes with known raw material composition, in dynamic 

modes with material composition changes, and during pyrolysis plant start-up. The proposed approach en-

hances the accuracy of controlling key technological parameters, operational reliability, and economic per-

formance. 
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software, failure, Markov chain, environment. 

 

Introduction 

Environmental pollution is one of the most 

pressing modern issues, caused by rapid industrial 

development and urbanization in many countries. 

Among the most effective solutions is a fundamen-

tally new technology for municipal solid waste 

MSW utilization that produces alternative fuel, gen-

erally known as thermal destruction. This utilization 

technology combines circulation pyrolysis and ther-

mally stable gasification into a single process, allow-

ing complete MSW utilization in environmentally 

safe and energy-efficient modes. This technology 

also produces gaseous fractions of alternative fuel, 

which are suitable for use in energy facilities with-

out additional purification [1]. 

To implement such technology, specialized 

technological complexes are used, which are com-

plex multicomponent technical objects requiring a 

specialized hierarchical computerized automatic 

control system (ACS) [2]. Comprehensive automa-

tion of technological complexes for MSW utilization 

is impossible without highly reliable software, which 

significantly improves operational efficiency and 

economic performance. 

Addressing the task of improving automation 

for managing the thermal destruction of MSW 

should be based on analyzing the main properties  
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and technical characteristics of the technological 

process with the selection of technological meas-

urement parameters for control adjustments. On the 

other hand, the complex formalization of chemical- 

technological process control tasks necessitates in-

creased reliability of ACS software. Despite signifi-

cant efforts to improve software reliability, such as 

automated software design systems, libraries of 

standard procedures, and improved diagnostic tools, 

errors in software persist. It is believed that com-

pletely eliminating software errors is impossible due 

to the inherent complexity of software systems. The 

main groups and sources of errors are analyzed in 

[5], while the consequences of errors are described 

in [5,6]. 

An alternative approach to increasing software 

reliability involves recovering software after failures 

by utilizing reserves in processing time and compu-

tational resources [6].  

The goal of this article is to enhance the relia-

bility of ACS software for managing MSW thermal 

destruction using recovery during the processing of 

selective measured parameters when adjusting con-

trol actions for the input material composition and 

evaluating the impact of recovery on process effi-

ciency. 

1. Fundamental Diagram of a Thermal De-

struction Plant for MSW [7]. 

A typical plant (Figure 1) allows: 

In stationary operational modes, where the
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composition of the processed raw material is known, 

to completely gasify its organic components by cal-

culating the minimum required amount of air and 

adjusting its supply;  

− During operation, to monitor the composi-

tion of the input material and adapt to changes in 

control actions by switching to a mode of identifying 

the composition for restoring management stability; 

− In dynamic modes, when the composition of 

the input material changes, and during the plant's 

startup, to determine the current composition and 

enthalpy of the input material. 

The schematic of the plant's main part – the Re-

actor III – is shown in Figure 1. Its operation princi-

ples and the values of certain parameters for station-

ary operation modes correspond to the descriptions 

provided above. Through Collector I, the input mate-

rial is supplied to the reactor at a flow rate of G1. 

Through Collector II, the hot product gas exits 

the reactor at a flow rate of Q2, entering the main 

system and splitting into two streams: Q4 – to the 

consumer; Q3 – via the recirculation line back into 

the reactor at point V for drying and heating the 

input material. 

 

Fig. 1. Schematic diagram of a pyrolysis plant 

Through Collector IV, the necessary amount of 

air is supplied at a flow rate of Q1. 

In stationary operational mode and complete 

gasification of the organic component of the input 

material, the gross formula of the gas matches that 

of the input material. The gas composition and its 

stability are controlled using Device VII, based on 

the method [8] of determining the gross formula of 

combustible gas mixtures during their combustion in 

a specialized device [9]. This process involves 

measuring the flow rates of the gas mixture, air, and 

exhaust gases under varying flow rates of the mix-

ture. The gas mixture may include non-combustible 

gases as well. 

If a change in the product gas composition is 

detected, the plant shifts from the gasification mode 

to combustion mode. This is achieved by increasing 

air supply through Collector IV to ensure the input 

material with an unknown altered composition is 

completely converted into gaseous products. Subse-

quently, Device VII determines their gross formula 

and the new composition of the input material. 

Based on this data, the plant transitions back to py-

rolysis (gasification) mode by adjusting air supply to 

match the new batch composition. 

For the technological implementation of this 

process, the plant is equipped with approximately 

1500 information-measurement channels transmit-

ting no fewer than 20000 individual signals, each 

carrying parameter values. 

2. Development of data collection algorithm 

The hardware implementation of the control 

system for the thermal destruction chemical-

technological complex of MSW includes data collec-

tion modules and data output interfaces, as well as 

programmable logic controllers for control. The data 

collection modules receive analog signals from vari-

ous sensors and convert them to digital data, which 

is transmitted to the ACS via RS485 network using 

the DCON protocol at 115200 baud. Programmable 

logic controllers perform the functions of automatic 

regulation of specified values of controlled variables 

in the chemical-technological process of MSW 

thermal destruction, as well as transmission to the 

operator interface implemented on a personal com-

puter. 

The output modules, in turn, implement the 

conversion of digital control signals from program-

mable logic controllers into analog signals, which 

directly go to the control elements of the installa-

tion's technological parameters. 

To receive signals from different types of sen-

sors in this control and monitoring system, the fol-

lowing types of data collection modules are used: 

thermocouple data collection modules, current out-

put sensor data collection modules (4...20 mA), and 

discrete input modules. To implement the conversion 

of digital control signals from PLC to analog signals 

that directly go to the control elements of the instal-

lation's technological parameters, analog output 

modules are used. 

For example, ICP DAS data collection modules 

have the following operating algorithm (Fig. 2) [10]. 

The system operation begins with a configura-

tion check procedure, which determines the compo-

sition of modules and their addresses. Based on the 

verification results, appropriate changes can be 

made. According to the specifics of the tasks being 

solved, the configuration of each module is deter 
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Fig. 2. Block diagram of ICP DAS data acquisition modules 

mined, which is controlled through the user inter-

face. 

Depending on the system operating conditions, 

a decision is made about using the watchdog timer 

(WD) and setting its parameters. After configuring 

the modules, a data collection  and processing pro-

gram is developed. When  using WD, the watchdog 

timer is reset in each cycle of current command exe-

cution. 

Command processing by the module includes 

sequential verification of the following parameters: 

RS-485 interface exchange rate; operation code; 

module address; checksum analysis, if provided; 

operation execution correctness; frame completion 

correctness. 

To increase information reliability, «Set Value» 

and «Check Value» commands are used. However, 

with increased speed requirements, such checks can 

be minimized. 

Monitoring the WD trigger flag helps prevent 

system «hanging». Depending on the algorithm's 

specifics, data processing can be performed after 

executing each command and/or at the end of the 

information collection procedure (for example, when 

building graphs). 
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Input information reading from modules can be 

performed in asynchronous or synchronous modes. 

Synchronous mode is used when it is necessary to 

temporarily fix input parameter values in several 

modules. 

To implement synchronous mode, a synchro-

nized sampling command should be used, by which 

modules supporting this mode store input infor-

mation in internal registers. Then, information from 

these registers is read asynchronously. 

The hardware for measuring basic technical pa-

rameters of the ash utilization technological complex 

includes various sensors of the complex's operating 

parameters, including: temperature sensors - ther-

mocouples of two types: TXK - for measuring tem-

peratures in the range of -40...600°C, and TXA - for 

measuring temperatures in the range of -

40...1050°C; level sensors - float type - for level 

measurements, and radar type - for measuring raw 

material level in the pyrolysis reactor; pressure sen-

sors; gas and liquid flow sensors and others. Analy-

sis of the implemented software architecture 

(TRACE MODE 6) showed satisfactory values of 3 

to 5 failures per eight-hour operator shift. Subse-

quently, the task arises to develop a methodology for 

calculating such a value. 

3. Method for Improving the Reliability of 

ACS Software for the Thermal Destruction of 

Solid Waste 

A failure is understood as a disruption in the 

functionality of the software for a duration shorter 

than a threshold value. Conversely, a fault refers to a 

disruption in software functionality that exceeds this 

threshold. If no recovery actions are taken, all fail-

ures effectively become faults. The threshold recov-

ery time is determined by the nature of the Automat-

ic Control System (ACS). 

Let us consider the organization of the software 

structure of the ACS for the thermal destruction of 

solid waste. This software operates in a cyclic mode, 

meaning that the following sequence of actions is 

repeatedly executed (see Figure 2): polling sensors 

and receiving commands from the operator or other 

systems; analyzing and processing sensor readings 

and generating control actions; and finally, executing 

the control actions. 

Sensor readings and operator commands serve 

as input data. Operator commands and signals from 

other systems are usually strictly formalized and 

undergo verification before execution, allowing in-

valid commands that could disrupt the software's 

functionality to be discarded. However, sensor read-

ings are subject to inaccuracies from the sensors 

themselves and their converters, as well as random 

noise in communication channels, which can lead to 

significant distortion of readings. 

During the development of ACS software, de-

bugging and testing are performed. The most critical 

software functions undergo a verification procedure 

that defines the process for conducting checks and 

documenting identified deviations. However, verifi-

cation is carried out on a limited set of initial data 

selected during software design and cannot guaran-

tee absolute fault-free operation. Therefore, debug-

ging and testing are conducted on a finite set of ini-

tial data—control examples. Based on the results of 

debugging and testing, one can confidently assert the 

software’s fault-free operation for these control ex-

amples, but its reliability for other initial data re-

mains uncertain. 

Meanwhile, during software operation, input 

data combinations that were not included in the con-

trol examples may occur, leading to failures. In most 

cases, software functionality can be restored by 

simply skipping the cycle in which the failure occurs 

and processing new data in the next cycle. However, 

if failures occur in several consecutive cycles, this is 

classified as a fault. The maximum allowable num-

ber of failures before a fault occurs, N, is determined 

by the nature of the ACS and the available time and 

processing speed reserves within a single software 

cycle and can be derived from the threshold recov-

ery time. 

A fault is defined as the consecutive occurrence 

of failures over n execution cycles of the program. 

The threshold time that distinguishes a fault from a 

failure is equal to the duration of n processing cy-

cles. For software without recovery, which will be 

used for comparison, n = 1. 

Experience shows that the operation of the 

software in each cycle is independent of the results 

of previous executions, and the input data are updat-

ed in each cycle. Let us assume that the probability 

of failure in a single execution cycle of the program 

is constant and equal p. We will calculate the proba-

bility of software failure over a sufficiently large but 

finite number of cycles.  

For this calculation, we use a simple homoge-

neous Markov chain, as shown in Fig. 3. 

 

Fig. 3. Homogeneous Markov Chain, n > 1 

The state S0 corresponds to the normal execu-

tion of the current software operation cycle. If the 

first failure occurs at Nf, the system transitions to 
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state S1. The probability of this transition is p. In the 

next cycle, a second failure may occur with proba- 

bility p (transitioning to state S2), or with probability 

1 - p, no failure will occur, and the system will re-

turn to state S0. A fault corresponds to state Sn, which 

the software reaches after n consecutive failures. 

Transitions from state Sn to other states are not pos-

sible. We assume that once the software reaches state 

Sn, it remains in that state with probability 1. For the 

case where n = 1 (software without recovery), the 

Markov chain has the structure shown in Fig. 4. 

 

Fig. 4. Homogeneous Markov Chain, n = 1 

The transition probabilities between states in 

these Markov chains are described using transition 

probability matrices. The matrices for the cases n = 

1,           n = 2, n = 3, and n = 4 are provided below. 

 

 

 

 

The initial probability is 𝑃𝑆0 

0 = 1. For all other 

states, the initial probabilities are zero. 

The software failure probability P represents 

the probability of transitioning from the initial state 

S0 to state S1. This corresponds to the conditional 

probability P, which is found in the last column of 

the first row (the upper-right corner of the transition 

probability matrix). At the beginning of the software 

operation (in the «zero» cycle), this probability is 

zero. To determine the probability of failure at the N-

th cycle, the transition matrix must be raised to the 

N-th integer power R1. 

For practical calculations, instead of using 1, a 

probability value of P(S0)0 = 0.999 can be used. This 

probability is reached at a certain critical cycle num-

ber Ncrit, meaning that a software failure will occur 

at a cycle number less than or equal to Ncrit. The 

calculations were performed for N = 1010 independ-

ent cycles. 

The calculation of Markov matrices allows for 

the construction of dependencies between the soft-

ware failure probability, the cycle number, and the 

failure probability per cycle. For practical applica-

tions, it is more convenient to use inverse dependen-

cies of failure probabilities leading to a fault as a 

function of the cycle number. 

For the considered cases, Table 1 provides the 

values of the coefficients (a and b) for n = 1, n = 2, 

n = 3, and n = 4, using the inverse dependency 

equation of the form: p(n) = a(n)N + b(n) 

Calculations using this equation allow for de-

termining the probability of failure in a single cycle, 

which is required to achieve the desired maximum 

number of execution cycles N before failure. 

Table 1 shows the values of the coefficients (a 

and b) for predicting the maximum number of soft-

ware execution cycles N before failure depending on 

the probability of failure per cycle p and the maxi-

mum permissible number of failures n before failure. 

 

Table 1 

Values of the coefficients for predicting the 

number of software execution cycles 

To increase the number of failure-free software 

execution cycles, it is necessary to either reduce the 

probability of failure per cycle or increase the max-

imum allowable number of failures before a fault. 

Table 1 presents the case for n = 5, obtained through 

an approximation of the calculated results. 

To convert the number of cycles into program 

execution time and mean time to failure (MTTF), it 

is sufficient to multiply the cycle number by the 

cycle duration. The ACS software for thermal de-

struction of solid waste employs a recovery mecha-

nism with a maximum allowable number of failures 

n = 3. The duration of a single cycle is 0.1 seconds.  

n a b 

1 -7,69E-03 1,50E-01 

2 -7,76E-04 1,15E-01 

3 -9,54E-05 1,05E-01 

4 -1,25E-05 1,02E-01 

5 -1,67E-06 1,01E-01 
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During software operation, individual failures 

occurred at the following cycle numbers: 54, 106, 

156, 208. The average interval between failures is Nf 

= 52. The average probability of failure per cycle is 

p = 0.192. Using the given formula and values from 

Table 1, we find that Ncrit = 9 × 105, which corre-

sponds to 25 hours of software operation. 

This significantly increases the maximum fail-

ure-free operation time of the software with recov-

ery, compared to software without recovery. 

Conclusions 

The application of a recovery mechanism 

makes it possible to develop software with a speci-

fied level of reliability by adjusting the maximum 

allowable number of failures before a fault occurs. 

The implementation of software recovery sup-

port is most conveniently achieved through the use 

of a dedicated library. Such a library serves as an 

intermediary between application software, the op-

erating system, and automation hardware. At the 

library level, the processing cycle is organized, in-

cluding the reception of input data and the issuance 

of control actions. 

In addition, the library may contain auxiliary 

functions, such as archiving and logging, which 

provide solutions to two important tasks. 

First, it enables the identification of specific in-

put data combinations that lead to failures, which in 

turn facilitates the correction of errors in the soft-

ware. 

Second, it allows for the determination of the 

failure-free operating time of the software, making it 

possible to take preventive measures to eliminate 

detected errors before a fault occurs.  
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Анотація. У статті представлені результати вдосконалення автоматизації управління проце-

сом термічного знищення твердих побутових відходів (ТПВ) шляхом відновлення програмного забез-

печення після збоїв. Запропоновано функціональну структуру та обрано технологічні параметри (як 

керовані координати) для ієрархічної автоматичної системи управління (АСУ) процесом термічного 

знищення ТПВ. Для моделювання параметрів збоїв та відмов у циклічному функціонуванні програм-

ного забезпечення використано однорідний Марковський ланцюг. Застосування АСУ із запропонова-

ною структурою відновлення забезпечує надійність програмного забезпечення шляхом регулювання 

порогового значення кількості збоїв. Впровадження цього підходу зменшує забруднення довкілля у 

стаціонарних режимах із відомим складом сировини, у динамічних режимах із зміною складу мате-

ріалів, а також під час запуску піролізних установок. Запропонований підхід підвищує точність ко-

нтролю ключових технологічних параметрів, надійність роботи та економічну ефективність. 

Ключові слова: автоматизація, автоматична система управління, термічне знищення, тверді 

побутові відходи, відновлення, програмне забезпечення, збій, Марковський ланцюг, довкілля. 
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