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Abstract. The work deals with a problem of testing hardware-software tools for exploring inertial meas-
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Introduction

Inertial measurement units (IMUs) especially
those based on micro-electromechanical systems
(MEMS) find their application in various spheres
including but not limited to medicine [1, 2], avionics
and robotics. For instance, inertial sensors are used
in order to recognize a human posture/gait, distin-
guish between normal and pathological human
movements, classify the actions of a worker as right
or wrong, track the movements of a sportsman, and
even detect the first signs of loosing footage and
prevent damages caused by falling down [3]. Their
key feature is that they are autonomous, i.e., they do
not require any external information for estimation
of the coordinates and orientation, in contrast to
well-known GPS navigation systems. However,
MEMS IMUs are susceptible to errors, which should
be carefully modeled, studied and compensated for,
otherwise these devices are scarcely applicable.

Typically an IMU contains a triaxial accel-
erometer, a triaxial gyroscope and additionally a 3D
magnetometer. IMU devices supplied with a magne-
tometer are commonly called MARG (Magnetic,
Angular Rate and Gravity). We will use mainly IMU
for brevity when nothing more specific than a com-
bination of inertial sensors is meant. In order to
achieve more consistent and reliable results, they use
data fusion — readings of all the sensors are com-
bined to fight fallacies of each individual sensor.

There is a multitude of IMUs available in the
market. Most commercially available modules pro-
vide either raw data, or data after mathematical pro-
cessing, however processing algorithms are not
open-access. The Kalman filter [4] is considered to
be the standard de-facto for data fusion in IMUs. To
name a few, inertial sensors by xsens, micro-strain,
VectorNav, Intersense, PNI and Crossbow all use
this filter. Despite their obvious effectiveness and
wide-spread popularity, the Kalman filter-based so-
lutions are not free of disadvantages. For one thing,
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they are rather difficult to implement and consume a
lot of computational resources. Besides, they de-
mand high sample rates in applications where one
might not expect this condition. For instance, a sam-
pling rate exceeding 512 Hz may be used for a hu-
man motion caption. The aforementioned disad-
vantages led to appearance of modern, less computa-
tionally demanding solutions among which we
should mention those proposed by Bachman et al
[5], Mahony et al [6] and, doubtlessly, the famous
Madgwick filter [7].

Ready-to use solutions by well-known compa-
nies may be sufficient for a wide range of applica-
tions. Nevertheless, in order to have a full control
over the output of inertial sensors one might be in-
terested in development of custom firmware solu-
tions whose hardware parts are commercially avail-
able accelerometers, gyroscopes and magnetometers
(individual or combined into IMU/MARG modules),
auxiliary hardware units and microcontrollers or al-
ternative electronic devices that are able to serve as
“the brain” of a navigation system. Programmatical-
ly, such a “brain” can be flashed by implementations
of custom algorithms, not necessarily limited to the
Kalman filter, for example, any of the above-
mentioned alternative filters or some novel solu-
tions, which are likely to keep emerging in the near
future. A key point is that custom hardware and
firmware open new opportunities for researchers and
engineers when seeking for a reasonable combina-
tion of hardware components suitable for a specific
task/application area under a set of restrictions
(weight, size, price, power consumption, sample
rate, etc). The problem of testing custom hardware-
software tools is underestimated in the subject litera-
ture, presumably because it is more common to take
data from ready-to-use software provided by the
manufacturer of IMUs.

The work shows that IMU measurement results
may look completely trustworthy while being erro-
neous and proposes a rapid analysis method of de-
tecting defects in custom hardware-software tools
for exploring IMUs.
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The hardware-software tool architecture

There are several reasons why not only firm-
ware solutions but also PC-based applications for
communication with individual inertial sensors and
IMUs are of key importance. Firstly, such a hard-
ware-software tool is fundamental for the researcher
who wants to investigate into actual parameters of a
specific accelerometer/gyroscope, for the character-
istics of any device specimen may slightly differ
from those stipulated in the datasheet for the whole
family. Secondly, whatever results might have been
obtained over simulated data when testing a novel
data fusion algorithm, no final conclusions should be
made without running the latter over a set of exper-
imental data, obtained from a real IMU. l.e., the
quality of mathematical processing of raw sensor
data should be evaluated by benchmarking against
some dependable reference. A typical approach is to
take readings of an IMU/MARG, calculate the posi-
tion and attitude of an object being tracked and
compare the results with an optical measurement
system (the object has marks captured and recog-
nized by a camera [8]). Also, comparison of differ-
ent approaches to data fusion is to be conducted us-
ing real sensor data. Thirdly, such a hardware-

software tool may be used when deciding whether
the underlying IMUs are good enough in order to be
used with a specific purpose.

At least, the aforementioned hardware-software
tool is comprised of the following hardware parts: 1)
a set of inertial sensors, either individual or integrat-
ed into a single IMU module; 2) a microcontroller or
similar smart unit for data acquisition and configur-
ing the IMU module; 3) interfaces through which the
microcontroller or other controlling logic can be ac-
cessed (I°C, SPI, UART, etc).

As usually, any peripheral module can be con-
figured via a set of registers.

The software part contains (as a separate mod-
ule or somehow else) the following functionality:
reading/writing bits of controlling registers in the
underlying hardware; acquisition of raw sensor read-
ings; Ul and the underlying logic for different opera-
tion modes supported by the IMU; representation of
raw sensor readings in the corresponding physical
quantities (for example, milliG for accelerometers or
degrees per second for gyroscopes); graphical repre-
sentation of readings and dumping readings into a
file. The author is a co-developer of IMUTester, a
hardware-software tool for exploring IMUs, some
windows of which are shown in Fig. 1.
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Fig. 1. Sample windows of IMUTester, a hardware-software tool for exploring IMUs
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We do not enter into details of the tool here
since it has been partially described and will be fully
covered in our future publications for one thing and
for another — it is not the focus of this work and
serves only as an example. IMUTester contains all
the aforementioned features and many more. Its
hardware basis is GY-80, a module comprised by a
triaxial digital accelerometer ADXL345, a 3D digital
gyroscope L3G4200D, a 3D compass HMC5883L,
and some auxiliary nodes, but again — the underlying
IMU/MARG might have been some another model.
The accelerometer ADXL345 supports measurement
ranges +2 g, +4 g, +8 g or +16 g and resolutions 10,
11, 12 or 13 hits.

Most of the subject literature on IMUs consider
issues of compensation for their inaccuracies, error
models, methods of errors identification and meas-
urement, data filtering and data fusion and so forth
and simply rely on the fact that data for analysis
come directly from sensors without any distortion
during transmission. This is exactly the case when
the researcher uses software supplied by the manu-
facturer of an IMU being studied. However, if the
researcher decides to develop their own hardware-
software tool for investigation, as we did, they will
have to deal with a problem of verification of their
tool. Since, as we have shown above, operation of
IMUs may be controlled by different registers (see
sub-window Registers in Fig. 1) and data can be ac-
cessed via several different interfaces, there are mul-
tiple possible sources of software/firmware defects
and one needs to ensure that data are transmitted
from hardware part to software part correctly, with-
out distortion.

Testing is a time-consuming and expensive
process, thus a rapid analysis method detecting the
presence of defects would be rather helpful. For
analysis of IMU outputs they typically use two main
tools — the Allan variance [9, 10] and power spectral
density [11, 12]. The latter is computationally ex-
pensive and provides results difficult to interpret
[13]. The former is easier to understand and compute
and consists in the following steps. Keeping an ac-
celerometer/gyroscope steady, one acquires an equi-
distant time series, y(t) of length N, with the sample
period 0. For some averaging factor m, one takes all
possible overlapping sample clusters of period T =
mt0. Once all the possible (N — m) sample clusters
have been formed for the selected value of m (and 1),
the Allan variance is calculated as a function of t:

oy (c)
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where X is the cumulative sum of the time series.

Then one repeats the same steps for different
values of m (and 1) and draws the Allan deviation
plot, usually in a log-log format (the Allan deviation
is the square root of the Allan variance). Different
parts of the plot allow us to figure out different char-
acteristics of the noise terms in the input signal. De-
spite the fact that the Allan variance is a powerful
tool accepted as the standard for analysis of IMU
signals, it is difficult to judge of the measurement
correctness on its basis.

Issues of hardware-software covalidation are
widely covered in the literature [16, 17], all of them
being rather universal and general than specific.
Most approaches focus on test generation, not on
preliminary check for most likely fault sources.
Moreover, while a wide range of testing techniques
exist, an idea of using expected data distribution for
detecting faults is rather novel.

It is known that measurement errors tend to
normality. The goal of this work is to investigate
into the applicability of normality tests for detecting
errors in measurements and, therefore, in hardware-
software tools for exploring IMUs. Let’s emphasize
that we are not aimed at test generation. Our goal is
a quick low-cost tool that would help figure out the
possible fault sources and, therefore, draw up a test-
ing plan focusing on most faulty software parts.

Normality tests and a rapid analysis for de-
tecting software defects

Normal (Gaussian) distribution is one of the
most common. Many random variables in practice
turn out to be normally distributed, because many
outcomes are the result of many forces added to-
gether, and the sum of many random variables tends
to be normally distributed in accordance with the
central limit theorem, no matter what distributions
each individual component in the sum came from.
On the other hand, multiple natural non-Gaussian
distributions exist in the real world. Some methods,
like discrimination analysis, Pearson test, f-test or t-
test, require data being analyzed to be normally dis-
tributed, i.e., before applying these methods the re-
searcher has to check whether their sampled data
could have come from a population with Gaussian
distribution. For this reason, a set of methods of test-
ing data for normality exist. Among them are Kol-
mogorov-Smirnov test, Shapiro-Wilk test, box-plots,
Q-Q plots. Besides, one can judge of the distribution
by visual examining a histogram that shows how
many readings are concentrated in each sub-range of
the range of possible values. These methods were
designed as tools for discovering whether a sample
could have come from a normal distribution, when
the nature of this sample is unknown. The same
methods may be used with the opposite purpose — to
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check normality of a sample about which we know
for sure that it should have come from a normal dis-
tribution. Negative normality check results may be
used as a testament to errors in data. The latter indi-
cates defects in a hardware-software tool.

Typically, when an IMU is kept static, its out-
put should be somewhere around the offset value.
Moreover, the IMU readings will come from a nor-
mal distribution. The manufacturer provides typical
performance characteristics in datasheets. For in-
stance, Fig. 2 depicts how specimens of X-axis ¢
offset at 25 °C and supply voltage 3.3 V are distrib-
uted over their possible range. The histogram is tak-
en from the datasheet of the accelerometer
ADXL345. One can recognize a normal distribution.

It is known [14] that the Shapiro-Wilk test pro-
vides trustworthy results and many researchers pre-
fer it to concurrent methods. It is recommended,
though, to run several different normality tests in

order to avoid incorrect conclusion.
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Fig. 2. Distribution of X axis zero g offset in the
accelerometer ADXL345 at 25 °C and 3.3V

The Shapiro-Wilk test assumes that a sample
Xq,..., X, did come from a normally distributed pop-

ulation with unspecified mean and variance (the null
hypothesis). Then the following test statistics should

be applied:
(Zn )2
A X
w = S 0L (1)

Zizl(xi - 2)2

where x, is the i-th order statistic, i.e., the i-th item

of the sample sorted in ascending order, X is the
sample mean, and a; are the items of the vector

Ty -1
(@1m20)= "2 @)

Here vector m=(m,,...m,)" is made of the

expected values of the order statistics of 11D (inde-
pendent and identically distributed) random varia-
bles sampled from the standard normal distribution
(a normal distribution whose mean is 0 and standard
deviation is 1). V is the covariance matrix of the
normal order statistics. C is a vector norm calculated
by the following formula:

C= ”\/ ‘lm“ = (mTV Y ‘1m)1/2 (3)

Random variables X, ,..., X, can be consid-
ered 11D only if the following condition is fulfilled:

Fy,(x)=Fy, (x) Yk e{l...nfand vxel

Fxl ,...,Xn (Xl""' Xn): Fxl (Xl) Fxn (Xn)
VXq e X € 1

where
Fy, e, (X X ) =P(X g <X A A X <X, ) s

a joint cumulative distribution function of X,,...,
X

.

The Shapiro-Wilk test is more applicable for
platykurtic samples whereas Shapiro-Francia test is
more suitable for leptokurtic samples.

Kurtosis is defined as the fourth standardized
moment and serves as a measure of the "tailedness”
of the probability distribution of a real-valued ran-
dom variable. One may use the following formula

4 4
Kurt[X ]= EHX ‘“j }: E[(X —n) ]2 (4)
© Elx —u?)
which is not a unique way of calculating kurtosis,
though.

The classic Shapiro-Wilk test is intended for a
sample of size not exceeding 5000. For a larger
sample there exists an extension to the Shapiro-Wilk
test — the Royston’s test.

If p-value turns out to be greater than the ac-
cepted significance level, a (also called alpha level
and type | error rate), the researcher fails to reject
the null-hypothesis, but it does not mean that the
null hypothesis can be accepted. It can be easily seen
if one takes several uniformly distributed samples
and applies the Shapiro-Wilk p-value test — for some
of the samples the p-value will exceed the signifi-
cance level, which means a failure to reject the hy-
pothesis about normally distributed data.

In statistical test theory, they distinguish type |
error (false positive, false alarm) and type Il error
(false negative). The former relates to situations
when the null hypothesis is true but it has been erro-
neously rejected. On the contrary, the latter occurs
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when the null hypothesis is false but the researcher
has failed to reject it. The alpha level can be inter-
preted as the probability of a type | error. In our
case, the alpha level is the probability of an incorrect
conclusion that a sample could not have come from
a normal distribution given that it actually did. The
significance level can be chosen arbitrarily. Its most
typical values are 0.05, 0.01, 0.005 and 0.001.

With respect to the goal of our work, we sug-
gest to expose readings of an accelerometer and gy-
roscope to one or several tests for normality, among
which there should be the Shapiro-Wilk p-value test
with the significance level 0.001. If the test results
show that the p-value is less than the significance
level, it will be a clear indication that the hardware-
software tool being tested contains defects in its part
responsible for acquiring readings from the IMU.

We suggest that the following steps should be
taken.

1. Acquire readings of all the accelerometers
and gyroscopes incorporated in the hardware part of
the tool being tested. During data acquisition the
hardware should not be moved, otherwise the results
cannot be considered trustworthy. A sample size
does matter — if there are too few readings, the test
results are likely to be false. On the other hand, it is
well known that results may be inaccurate for large
samples. That is why we suggest that one should
take several samples of different sizes, test them and
average the test results.

2. Run the Shapiro-Wilk tests based on Egs. (1)
— (3) and analyze the calculated p-value. It may be
that the tool provides measurements in packages of a
fixed size (for example, 10000). In this case, either
Royston’s test should be used or the sample is to be
split so that its sub-samples have a suitable size (up
to 5000 items). Moreover, if kurtosis (defined by
(4)) is greater than 3, we run both Shapiro-Wilk and
Shapiro-Francia tests (we still use kurtosis despite its
controversial history [15]). Otherwise, we run the
Shapiro-Wilk test only. Because of possible inaccu-
racies related to large samples, we form smaller
samples, selecting each 5th, 10th, 20th, 50th and
100th item in an original sample if the latter contains
10000 items or more.

If a gyroscope outputs integrated measurements
(angles instead of angular rate), then it is advised to
analyze several subsamples. We take first N points
(N should not be less than 500), last N points and N
equidistant points throughout the whole sample. This
is to ensure that rate random walk, which is likely to
be present in measurements after some time elapsed
and errors have cumulated, does not impact the test
results. l.e. one has to compare the test results for the
first and last portions of data and data uniformly
scattered over the original sample.

If p-value does not exceed the significance level
(0.001), we conclude that our readings could not
have come from a normal distribution. The probabil-
ity that this conclusion is false is only 0.001.

3. Build histograms and Q-Q plots. In addition
to the numerical results of the Shapiro-Wilk test and
its modifications, visualized data are able to provide
an additional hint about the nature of measured data.

4. Sort the sampled data and search for discon-
tinuities. The effectiveness of this step is illustrated
with Figs.3, a and 4. The original sample (Fig. 4, a)
looks much as white Gaussian noise, i.e., the meas-
urement results seem to be pretty normal. However,
when sorted and plotted (Fig. 5), the same sample
provides clear evidence that the data could not have
come from a normal distribution, because there are
discontinuities in the data. Some similar information
can be obtained from visual examination of histo-
grams, but in the case of sorting sampled data visu-
alization may be omitted — it is enough to find the
maximum difference between adjacent items and
calculate its ratio to the measurement range. Discon-
tinuities are most likely attributable to incorrect pro-
cessing of the accelerometer or gyroscope’s registers
that contain measurement results.

5. Calculate the variance of the sample. The
variance is helpful when assessing the correctness of
measurement ranges and data scaling.

6. Refer to the datasheet for performance char-
acteristics by the manufacturer. If there is a clear
indication that measurement results are expected to
be normally distributed, then a test for normality has
either of two meanings. First, if we failed to prove
that the data are likely to have come from a normal
distribution, then careful retesting of the hardware-
software tool should be definitely done. Otherwise,
no conclusions should be made. If the manufacturer
provides no information on readings distribution
then normality check, when enabled, can be used for
two purposes: 1) detecting defects under a reasona-
ble assumption that data are normally distributed and
2) exploring the output of accelerometers / gyro-
scopes. We suggest normality tests to be included
into the software part of the hardware-software tool
as an additional instrument of its smoke testing.

Common faults in hardware-software tools
that deals with inertial sensors

As can be deduced from Fig. 3, raw sensor data
may be corrupted inside an IMU, inside software or
in between (due to incorrect transmission). There-
fore, all faults of hardware-software tools for explor-
ing IMUs fall into three groups: hardware faults,
communication faults and software faults. We dis-
card an idea of hardware faults if IMUs by reputable
vendors are used and assume that we deal with either
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of two issues: misinterpretation of correct sensor
data or incorrect transmission of correct sensor data
from hardware to software.

Taking into account the fact that each inertial
sensor is controlled via several dozens of registers
and all of these registers are accessed via one of the
standard interfaces, there are numerous possible
software faults, usually not easily distinguishable.

4

~
Sensorl
Registerl
Register2
. An RegisterN
interface \ )
Software IMU
(SPI, SensorM
UART, Redisterl
12C, etc) egister
Register2
RegisterN
\_ J

Fig. 3. Architecture of a hardware-software tool for
exploring IMUs

Here we list some faults likely to happen in
practice, and misinterpretation of data registers
comes first. All measurement results are placed in
data registers of an inertial sensor and read by soft-
ware. A function for reading a data register via SPI
may look like this:

void SPI_Read (uint8_t reg, uint8_t* val) {

Set_State CS(GPIO_PIN_RESET); /* This
function resets the pin intended for selecting a slave
device, i.e., the pin will be low. This procedure
launches data exchange with the selected device */

reg = reg | 0x80; /* here we set the highest
bit to prescribe reading data from the register de-
fined by variable reg; this is a feature of a motion
sensor LIS302DL inside an stm32f4Discovery board
version MB997B */

HAL_SPI_TransmitReceive(&SPIInitStruct,
&reg, val, 1, SPITIMEOUT);

/* here we are reading, hence, it does not matter
which value we transmit to the slave device */

reg = 0;

HAL_SPI_TransmitReceive(&SPIInitStruct,
&reg, val, 1, SPITIMEOUT);

Set_State CS(GPIO_PIN_SET); /* The
function sets the pin intended for selection a slave
device, thus terminating data exchange with it */

}

If the programmer has used a different data type
accidentally, the results will be distorted. For exam-

ple, if a data register is one byte long and stores
signed values, and its values are dumped into an un-
signed char variable, the values will lose their sign.
It can be that a sensor places the measurement re-
sults into two separate registers, and the programmer
should restore the true measurement result by fetch-
ing its parts from the two registers and “gluing”
them together. If the programmer accidentally swaps
the high and low bytes, the measurement results will
be false. For example, sensor readings are random
values between 384 and 511 (here we intentionally
omit measurement units and focus on bare numbers
only). In the binary systems these numbers are rep-
resented as 00000001 (high byte) and 1 b6 b5 b4 b3
b2 b1 b0 (low byte), where the least 7 bits in the low
byte may take any binary value. If one swaps the
bytes, there will be a substantial discontinuity in
readings, because the part of the byte with fixed ze-
ros means that the corresponding numbers are “fall-
en out” and will never be observed. Moreover, in
addition to big endian and little endian issues, there
can be an issue with the order of bits — most signifi-
cant bit first or least significant bit first (MSB or
LSB). For example, the SPI interface supports both
MSB and LSB, however, most slave devices are able
to communicate using either MSB or LSB but not
both. Thus, if the master device uses different set-
tings than those of a slave device, measurement re-
sults will be misinterpreted. For instance, the true
measurement is 1 and the master reads 128 (binary
10000000). Therefore, numbers 1, 2, 3 and 4 will be
misunderstood as 128, 64, 96 and 32, and here we
can see discontinuities again. It is a likely mistake to
import all low-level functions for data exchange via
some common interface from some project that has
been developed earlier and to forget about data type
adjusting for each specific case.

One more problem with data registers is the risk
that they are being updated with fresher data exactly
while they are being read. One should prevent this
overwriting by controlling a specific bit. If no pre-
vention was done, data registers contain mixed bits,
partly old and partly new. Obviously, together they
represent a numerical value that has no sense.

All the shown examples are purely software
faults related to discrepancies in data representation.
In general, the described situations can be emulated
by masking groups of bits, whether adjacent or not.

Another common problem is misuse of an inter-
face. Common issues with an interface include but
are not limited to 1) an attempt to read/write regis-
ters when the bus is busy without checking the bus
state; 2) an attempt to read/write registers with a fre-
quency that exceeds the maximum frequency of the
slave device (an IMU sensor); 3) an attempt to
read/write registers when the slave device does not
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respond without checking the presence and state of
the slave; 4) blocking conditions, i.e., the presence
of loops that wait for some specific flag with no pre-
set time limits. Problems related to conflicting set-
tings of the master and slave devices were men-
tioned before, when discussing improper treatment
of data registers. Other common mistakes include
the permanent absence/unavailability of a slave de-
vice, a failure to address a slave device properly and
an attempt to misaddress the register inside the slave
device, but here we do not focus on these faults
since they are easy to detect. Most faults related to
communication interfaces are due to a lack of pro-
grammatic checks for handling run-time failures.

Let’s consider the first mentioned communica-
tion fault source, a lack of checking whether the bus
is free. Typically, a value from the recently read reg-
ister is stored into a dedicated variable X. If no new
data were read because the bus was busy, X stores
its previous value. A particular case is that the bus is
never free, and X will store the value it was initially
assigned implicitly or explicitly (typically 0). This
particular case is too easy to reveal, thus we do not
focus on it. Each failure to update the value of X
increases the total amount of measurements and the
frequency of the previous measurement result. For
example, if data are being acquired continuously
during 10 seconds, and after some value Y in the
middle of this period no updates were observed dur-
ing 1 second, then the value Y will be at least 10
times more frequent than other values — one will
observe a histogram with a bar much taller than its
neighbors. However, more naturally, communication
issues manifest themselves either permanently or
periodically, because there is a constant amount of
concurrent slave devices on the bus and they are
polled with a constant frequency. These periodical
failures to read data registers lead to appearance of
multiple bars of nearly the same height in the histo-
gram. As a result, the histogram will resemble a uni-
form rather than a normal distribution, i.e., the bell
shape of a normal distribution smears, being distort-
ed by false measurement results. Other typical
communication faults have a similar effect on meas-
urement results provided that they occur with nearly
the same periodicity.

The next potential fault source relates to the
fact that some IMUs support not one but several
measurement ranges. A failure to set the bit(s) that
prescribe which measurement range should be used
causes incorrect measurement scaling.

Upon the given examples, one may expect that
the considered software faults make sensor readings
no longer normally distributed, and this is the
grounding of our hypothesis that normality tests can
help reveal these software faults.

Approbation methods and results

In order to verify our idea that normality tests
are applicable for detection of defects in custom
hardware-software tools for exploring IMUs, we
took several steps.

First, we have performed numerical simulation
in order to find out which sample size is sufficient.
We took a range of well-known distributions (con-
tinuous uniform, discrete uniform, binomial, expo-
nential, Pareto, Bernoulli, Poisson and Rayleigh).
Our choice of probability distributions was done
only with the purpose to have some diversity while
not overload our research with too many functions to
deal with. We simulated 100 samples of sizes 10, 20,
50, 100, 200 and 500 items per each distribution. It
turned out that for uniformly distributed data one
can observe a false alarm almost in one third of the
samples with 50 items, in approximately 10% of the
samples containing 100 items each, occasionally — in
samples of size 200 and never — in samples of 500
items. Samples of size 10 and 20 proved to be highly
unreliable — the Shapiro-Wilk test results failed to
reject the null hypothesis in nearly half of the occa-
sions. Thus, we can conclude that 500 is the minimal
size for a sample.

Then, we intentionally injected faults that are
likely to be met in practice in our hardware-software
tool, IMUTester. For each defect and combination of
defects, we acquired real data from the accelerome-
ter ADXL345 and gyroscope L3G4200D. Erroneous
treatment of acquired data was not obvious. For in-
stance, when rotating the device, we saw the corre-
sponding changes for all axes in Gyroscope window,
and when we stopped rotation, measurement results
settled again. All the injected faults fall into three
groups: 1) those simulating misinterpretation of data
registers; 2) those simulating communication prob-
lems and 3) scaling faults.

A generalized approach to simulate software
faults related to misinterpreting data registers is to
distort individual bits and groups of bits in the varia-
bles where the values of data registers were dumped.
Thus, we formed and applied the following masks
for one-byte-long data register: 01111111,
11111110, 11101111, 11100111, 11111100,
10001111, 11000011, 10011001, 10101010. Hence,
we emulated situations when one, two, three or four
bits (adjacent or scattered) are distorted.

We simulated faults related to communication
via a standard interface as follows. In a separate
thread we called a function that sets/resets flags used
by a communication interface with the defined peri-
odicity. Simulation of scaling problems consisted in
using raw sensor data without multiplication by a
proper scaling factor.
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The results were as follows. Figs. 4-5 show an
original sample, a histogram, a Q-Q plot and a sam-
ple plotted after sorting for the case when a single
bit in a register is intentionally distorted.
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Fig. 4. A sample from the gyroscope L3G4200D
with a single bit distorted (a), the distribution of
measurements over the measurement range (b) and

the Q-Q plot (c)
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Fig. 5. A sorted sub-sample from the gyroscope
L3G4200D (even items of the original sample)

For all cases where data registers were read
with some bits distorted we received a clear indica-
tion that the sample could not have come from a
normal distribution.

As one can see, all plots seem to exist in three
parts, completely independent or loosely coupled,
and there are substantial gaps in the sorted data. Nei-
ther of the plots resembles a normal distribution.
Besides, the p-value for this sample was equal to 0,
which undoubtedly allows us to reject the null hy-
pothesis of the Shapiro-Wilk test. Similar results
were obtained for other test cases with corrupted
data registers. What these test cases have in common
is zero p-value and discontinuities in all types of
graphs.

Simulated communication problems resulted in
smearing the bell shape of a normal distribution and
non-zero p-value. The Shapiro-Wilk test still al-
lowed us to reject the hypothesis. No discontinuities
where observed in either of the plots.

Improper data scaling changed the variance, but
distorted neither shape of histograms or plots nor the
results of the Shapiro-Wilk test and its modifica-
tions. Thus, scaling type of errors cannot be revealed
by checking for normality.

Conclusions

We have shown a problem of testing a custom
hardware-software tool for exploring accelerometers
and gyroscopes and proposed a rapid analysis meth-
od for discovering the presence of defects in the part
of such a tool responsible for data acquisition and
transmission to the software side. The proposed rap-
id analysis method relies on the fact that an accel-
erometer/gyroscope being kept static at least for
some short time is likely to output normally distrib-
uted data. Thus, we check sampled data for normali-
ty using several tests. If these tests show that the
data could not have come from a normal distribu-
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tion, we conclude that data are sampled, transmitted
or processed improperly. Otherwise, no conclusions
can be made — a normal distribution does not prove
the software correctness. We suggest that a set of
normality tests should be included into the hard-
ware-software tool for its self-diagnostics.

Approbation of the efficiency of normality tests
in the context of software testing has been per-
formed by injection of software faults of three
groups: 1) improper treatment of data registers; 2)
defects in communication interfaces; 3) incorrect
scaling. It turned out that each of these groups can
be characterized by some specific features. Namely,
faulty registers lead to discontinuities in sampled
data, well distinguishable in histograms and plots.
Incorrect scaling changes the variance but do not
affect other tests. Communication issues lead to
smearing of the bell shape, besides, this error type
can be detected by the Shapiro-Wilk test. Hence, the
results of checking for normality not only testify for
the presence of software defects but also give a hint
where to search for them.

A list of the considered defects is rather limited
— actually one can distinguish and describe possible
defects in much more details. However, even this
short list was sufficient to prove the main idea of the
work — the applicability of normality tests for diag-
nostics of software defects. We are planning further
investigation into other types of errors and recogni-
tion of their distinctive features.
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EKCIIPEC-METO/] BUSIBJIEHHS JE®EKTIB Y [IPOIT'PAMHO-AITAPATHOMY 3ACOBI
JIJIA JOCILIKEHHS IHEPHIHHUX BUMIPIOBAJIBHUX TPUCTPOIB HA OCHOBI
KPUTEPIIB HOPMAJIBHOCTI

T. A. MapycenkoBa
Hayionanvnuii ynieepcumem «JIvgiscora nonimexuixa»

Anomauisn. Inepyitini eumiprosanvri npucmpoi (IBIl) na 0cHo6i MiKpOeieKmpoMexanivhux cucmem Ha-
Oysaomy nOWUpenHs 3a60aKu ixHim yuciennum nepegacam. OOHAK, 015 MAKUX NPUCMPOI8 XAPAKMEPHI no-
XUOKU, 5Ki HeoOXiOHO KOMNEHCYy8amu 3a OONOMO20I0 AleOpumMmie saumms oanux. Ilpoepamno-anapammuuii
3aci6, y AKOMY AHATI3YIOMbCSL NOKA3U THEPYITIHUX CEHCOPIB, € ANCIUBUM [HCMPYMEHMAPIEM 05t QOCTIONCEH-
Hs napamempis IBII i sepughixayii ancopummie 3numms. Po3pobaenns i eepughikayis 61acHuUx npocpamHo-
anapamuux 3aco06is 0 docniovcenns IBI1 € 0osoni cknaounum i mpusanum npoyecom. /lana poboma cnpsi-
MOBAHA HA OOCHIONCEHHS 3ACMOCOBHOCII KPUMEPIi6 HOPMATbHOCME 00 OAHUX THEePYIHUX CeHCOopiE OISl GU-
SABNEHHSI NPOSPAMHUX OeheKmi8 Yy npocpamuo-anapamuux 3acobax 011 docaioxcenus IBI1. I'inomesa npo
3ACMOCOBHICb KPUMepii6 HOPMAIbHOCME Y YUX Yiisix OA3yemMbCsi HA MOMy, Wo Oibuicms pe3yibmamis
BUMIPIOBAHHSL IHEPYTUHUX CEHCOPI8 Y CIAHI CNOKOI0 MAICIIOMb 00 HOPMATLHO20 PO3N00iny. /s docrioxceH-
Hs Hamu eubpano kpumepii Lllanipo-Binka, epaghivu Q-Q, cicmoepamu ma 0o0amio6i nepedipku Ha HAs6-
HICMb PO3PUBIE Y BIOCOPMOBAHUX Pe3YIbMAMax euMiproéans. s eepugixayii yiei ioei namu eneceno dege-
Kmu Y Hauwl 81ACHULL NPocpamHo-anapamuuil 3acio ons docnioxcenns IBIT, IMUTester. A came, poszensioanucs
deghexmu mpvbox epyn: HeKOpeKmue Onpaylo8amHHs pesicmpie OaHux, HenpasuiIbie MACUmaby8anHs, OAHUX i
HeKOpeKmHe uKkopucmanns inmepgeticy. Busgneno, wo xooicna zpyna Oeghexmie mac uUpi3HATbHI pucu y
Pe3VIbMAmax 3aCmoCcy8anuHs KpUmepiie HOpMAanbHOCmi. 30Kpema, NOMUIKU ONPAYIOBAHHA pe2icmpis OaHUxX
Xapakmepu3yiomvbCsi PO3PUSAMU Y 6CIX 6UOAX 2pagpikie i 2icmozpam, a ROMUIKU 0OMIHY OAHUMU — PO3MIKAH-
HAM hopMu 0360HA, MUNOBOT Ol HOPMATLHO20 PO3NOOLLY. B pobomi Hagedeno ananimuune oOIPYHMYBAHHS
oo0epoicanux pezyrbmamis. Bpaxosyrouu pezyiemamu anpobayii, nponoHyeMo 3acmoco8y8amu po32iaHymi
Kpumepii HOpMAbHOCMI Y NPOSPAMHO-ANAPAmMHUX 3acobax 0 docaioxcents IBII sx ooun 3 3aco00i6 ixHvoi
CamMo0iazHOCMUKU.

Knrouosi cnoea: inepyiiinuii gumiprosanvuuil npucmpiil, axcenepomemp, 2ipockon, kpumepii Lllanipo-
Binxa, excnpec-memoo, kpumepiii HOpMATLHOCHI.

IKCHPECC-METO/l OBHAPYKEHUSI JE®EKTOB B IIPOTPAMMHO-AIIITAPATHOM
CPEACTBE JJIs1 UCCJIEJOBAHUS MTHEPLHIUAJIBHBIX U3BMEPUTEJIBHBIX YCTPOUCTB
HA OCHOBE KPUTEPUEB HOPMAJIBHOCTH

T. A. MapyceHkoBa
Hayuonanvuweiii ynusepcumem «J/Ib806ckas nonumexuuxay

Annomayusa. Paccmompena npobiemamuxa mecmuposanusi npocpamHoO-annapamuulx cpeocme Ois
UCCe008aHUsl UHEPYUATILHBIX USMEPUMENbHbIX yempoticms. 1Ipeonodicen dKcnpecc-memood oOHapyiceHus
deghexmos 6 makux cpeocmseax ¢ noMowblo Kpumepues HopmaroHocmu. Buisignenst sakonomepnocmu me-
AHCOY munom oeghexma u pe3yibmamamii RPUMEHEHUsI KPUMepues HopMaibHOCHU.

Knwueswie cnosa: unepyuanvrHoe usmepumenvHoe YCmpoucmeo, aKcerepomemp, upocKon, Kpumeputi
Ulanupo-Yunxa, sxcnpecc-memoo, Kpumepuii HOpMAaIbHOCHU.
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