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Abstract. There are two common methods for division in a Galois Field GF(2™): based on
multiplication an extended Euclidean algorithm for polynomial basis and exponentiation method for normal
basis. The disadvantage of the first one is the dependence of division time on the value of operands. So in the
study some undependable on operand values methods based on squares and square roots calculation are
tested to select ones with the best hardware and time complexity for polynomial basis. All methods were
implemented as field programmable integrated circuit (FPGA) cores, their work was verified by simulation.
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Introduction

Currently, the mathematical basis for digital
signature processing is elliptic curves [1]. The
processing of the points of the elliptic curve is based
on the operations over elements of Galois Field
GF(2™), m < 1000 is the number of bits in code [2],
the field elements can be represented in polynomial
and normal bases. Hardware implementation of
Galois Field processors in FPGA which must
perform multiplication and division over such giant
codes for such tasks and fields requires high
hardware and time costs. The implementation of
complex computational algorithms in FPGA at the
level of logic elements is a common practice [3].

The quotient o/f can be computed in Galois
Field processors directly (by an algorithm with
inputs o and P), or indirectly (by computing the
multiplicative inverse B and then multiplying it by
a) [1]. Direct division method I (further Method 1 in
this study) is the extended Euclidean algorithm. The
extended Euclidean algorithm uses a polynomial
basis representation for GF (2™). Method Il (further
Methods 2, 3 and 4) is exponentiation. The
multiplicative inverse of B can be found efficiently in
any basis representation via Bt = pX where k is any
positive integer satisfying k = -1 (mod m) where m
is the degree of P. There is also a specialized
algorithm of Itoh, Teechai, and Tsujii [4] for
exponentiation to the power k=2" — 2. The
efficiency improvements are especially significant
when squaring can be done quickly (e.g., in a normal
basis representation).

In [5 - 7] the method for fast calculation of
square roots BY2 in binary Galois fields was
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described, so it was idea to transform it to inverse
elements B! calculation.

In [8] it is shown that the hardware
multiplication in polynomial and normal bases has
approximately equal hardware and time complexity,
the software multiplication time in a polynomial
basis is 1-2 orders of magnitude less then
multiplication  time in a normal basis, but the
structural complexity of the multipliers for a normal
basis is m times greater then the structural
complexity of the multipliers for the polynomial
basis [9]. But disadvantage of a polynomial basis and
recommended in [2] based on multiplication
extended Euclidean algorithm is the dependence of
Galois Fields inverse elements computing time on
the value of operands [8].

In [10] was shown that multiplication in binary
fields has one of the highest time complexities, it is
third after multiplication complexities in fields with
characteristics 3 and 5. High complexity creates
additional difficulties for hackers. Therefore,
achieved results was checked and following study is
focus on multipliers for binary fields.

In [11] multiplicative inverse calculation in base
of bit-parallel multiplier-accumulator was studied
and was shown that based on direct hardware
division inverter has the best hardware and time
costs in comparison with them.

1. Research objective

In this study some undependable on operands
and based on fast squares and square roots
calculation methods of inverse elements computing
in polynomial basis are tested to select ones with the
best hardware and time complexity. All methods
must be implemented and tested in FPGA.
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2. Software time complexity of multipliers
for polynomial basis

One of the computer system hacking methods is
the brute-force method [12], in which the general-
purpose computer selects all sorts of keys or
passwords until one of them fits. The same
operations over Galois fields elements are performed
both during the execution of the hack program and in
the hardware crypto processors. For general purpose
computers, it is possible to estimate the time of
execution of the main operation, multiplication of
the Galois fields elements, for extended fields with
different characteristics, but with approximately the
same order. The Galois Field GF(2°%°) can be used as
a basis. The Maple 2017 package was used for
calculations [13]. The relative times of execution of
multiplications in different fields with respect to the
multiplication time in the binary field GF(2°%°) are
shown Table 1 and in the Fig. 1, where prime p=2%*
is characteristic of prime GF(p). The relative time
complexity was determined by the ratio of the
multiplication time in the field GF(d™) to the
multiplication time in the field GF(2°%).

Table 1
The relative time complexity of multiplication in
extended field with different characteristics

Field Characteristic Relative Time
2 1,00
3 1,46
5 1,18
7 0,84
11 0,59
13 0,53
17 0,45
19 0,42
23 0,38
29 0,33
p 0,03
160 Relative Multiplication Time
1,40 A
1,20
1,00 / \
0,80 \
0,60 —
0,40
0.20 Field Characteristic \\\
0,00 T T T T T T T T T T
2 3 5 7 11 13 17 19 23 29 p

Fig. 1. Relative time complexity of multiplying in a
different fields

As can be seen from the Table 1, software
multiplication of triple extended field elements has
the longest execution time. It provides hardware
cryptoprocessors based on such fields additional
protection against hacking. Software-implemented
operations over prime field elements are executed in
the fastest way, that indicates the inappropriateness
of cryptographic processors based on such fields.
Multiplication in binary fields has one of the highest
time complexity, it is third after multiplication
complexities in fields with characteristics 3 and 5.
Therefore, the following study will focus on binary
fields.

3. Binary Galois Field Processor

Currently, the mathematical basis for digital
signature processing is elliptic curves [1]. The
processing of the points of the elliptic curve is based
on the operations over elements of Galois Field
GF(2m), m < 1000 is the number of bits in code [2],
the field elements can be represented in polynomial
and normal bases. Hardware implementation of
Galois Field processors in FPGA which must
perform multiplication and division over such giant
codes for such tasks and fields requires high
hardware and time costs.

One of Galois Field GF(2™) processor is shown
in Fig. 2. Processor operational unit consist of
multiplier and arithmetical and logical unit (ALU).
ALU performs addition and square calculation.
Necessary for elliptic curve cryptography division
can be executed by software or firmware.

Since calculation time of realized in GF
processor (Fig. 2) inverter does not depend on the
Galois Field elements value, processor does not have
a comparator which is necessary for element’s value

analyzing and which was in the previous
processor [11].
Commang Done
_Start_] Control Unit (Finite State Machine - FSM)
A/A/ / ¥ fConditions
M-bit !
+1/-1 Addr vy
AB,In r OUtpUt <
M-bit ~ OUutA = : >
Registers \ Outs i v : v ¥ 3 ¥ v v
Counters n M-bit M-bit M-bit
File (Set) Adder Multiplier | | Functional Unit
Mbit 1 7 ¥ i v
Input Data s 30 1 2 Sel
M-bit Multiplexor
L 1

Fig. 2. Galois Field processor [5]

In this study undependable on operands and
based on squares and square roots calculation
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methods of inverse elements computing in
polynomial basis are tested to select ones with the
best hardware and time complexity in polynomial
basis for their implementation into FPGA GF
processor with parallel multiplier. All methods were
implemented and tested in FPGA.

4, Core Generator for Galois Field Processor
Units Generation

Dedicated Core Generator [10] which produces
VHDL-descriptions of inverter cores has been
modified to generate VHDL-descriptions on base of
fast parallel multipliers. The Core Generator
parameters which user can set are:

multiplicative inverse method type (based on
bit-parallel or full-parallel multipliers);

Galois Field GF(2™) degree m (3 <m < 1000);

Galois Field GF(2™) irreducible binary
polynomial F.

The inverter cores are generated as set of
standard logical blocks:

SgrR — square root calculator;

Sqr — square calculator;

Mul — bit-parallel multiplier-accumulator [10]
or parallel multiplier for this study;

Rg — register;

MX — multiplexor;

Cmp — comparator;

Cntr — control unit as finite state machine
(FSM).

In structure of GF processor some of these
blocks are already present. Extra block will be
collected in additional functional unit (FU). And
only hardware resources of FU were calculated as
hardware complexity for multiplicative inverse
implementation.

For investigation all parts of every inverter are
collected in one core. Schematic symbols of
generated cores are shown in Fig. 3, where inverter
Ul uses only multiplier, U2 uses multiplier and
squarer, U3 uses multiplier, squarer and square
rooter (method 2 in [10]).

For study cores with m=64 were generated:

M: integer := 64; logM: integer :=8;

F: std_logic_vector(M:0)

'1'& x"010100000101001B".

Inv_1_M_F Inv_2_SM_F Inv_3 RSM_f
clk T T T donefd Mck T T " donefd Mok T T “done [P

.

Pclr Pclr Mcir Inv_3_RSM_F(m-1:0) [
Dreset  count(logm-2:0) [ P-{reset  count(logm-2:0) [ P{Reset
.
-

count(logm-2:0)
start  Inv_1_m_f(m-1:0)(F D-|startinv_2_SM_F(m-1:0) - P-{start

A(m-1:0 P Am-1:0 P A(m-1:0,
™y ™ 2 ™0 ys

Fig. 3. Symbols of generated inverters cores

5. Exponentiation Based Firmware Division
Methods

5.1. The Method Based on the Use of
Squaring and Square roots

Since the multiplicative group of the Galois
field GF(2") is cyclic of order 2"-1, for any nonzero

element aeGF(2") , the inverse a™ over
GF(2") can be compute using the Itoh-Tsujii

method as follows: by Lagrange’s theorem,
a’ ' =1, which implies that a> ? =a ™.
The proposed in [10] algorithm inverses

element a using Square Root and Square (SRS)
calculation in polynomial basis with calculation time
undependable from element a code as follows:

m-1-E_O

+[m] E_O 2
alz[a2 ] ® ] a* ®a* 1)
j=1
L1 \E_O m-1-E_O m-1-E_O
-1 21(?] 2 21 2 271
a'=|a ® a> ® a® (2
j=1 j=1

Where E_O = Even_odd = (m-1)mod 2.
Method 2 algorithm:

Input: ac GF(2™) for m>3;

E O =(m-1)mod 2.

Output: A™*
1. Beta «— (m-1-E _O)/2; P— I;
R=vVA;S=A

Compute Prs= R XS.
Compute P= P xPrs; Beta=Beta-1.
3. If Beta = 0 then go to last step 5.

Else R=+/R; S=57,
Go to step 2.
4. If E_.O=0)then A'=P
Else A*=Px+/R or A*=PxS?.

5. Return A™%.

Total hardware resources (number of flip-flops,
Look-up-Tables (LUTSs) and slices) for SRS method
are shown in Table 2, where also data are about
clock period and their number required for
multiplicative inverse calculation. Also there is
complex indicator, the best method has the lowest
value of this indicator.

Detailed hardware resources list (number of
flip-flops, LUTs and slices) for SRS method are
shown in Table 3. Only part of SRS hardware
resources is placed in FU.

N
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Table 2
Hardware Resources of Functional Unit, m=64

Detailed hardware resources list (number of
flip-flops, LUTs and slices) for SM method are

Method SRS SM M shown in Table 4. Only part of SM method hardware
Total # Slices 919 792 699 resources is placed in FU.
Total # FFs 277 82 78 Table 4
Total # LUTs 2934 | 2523 | 2334 Detailed Hardware Resources List for SM method,
#FFsin FU 0 0 0 m=64
#LUTsinFU (L) 514 476 0 By Hierarchy | # FFs #LUTs | Placed in
Min clock period 9.8 10.0 9.4 SM Method 82 2523
(P, ns) Sqr 0 476 FU
# clocks (C) 126 126 250 Mul 0 1167
complex indicator 1,13 1,00 1,64 MX 1 0 782
(C1 =L*P*C/106) 1,13 1,00 1,64 MX 2 0 83
Rg 64 0
Table 3 Cntr 7 )

Detailed Hardware Resources List for Square Root
and Square Used Method, m=64

By Hierarchy # FFs # LUTs Placed in
SRS Method 277 2934
Sqr 0 127 FU
SqrR 0 414 FU
Mul 0 2168
MX_1 0 65
MX_2 0 65
MX 3 0 68
MX_4 0 70
Rg 256 0
Cntr 7 9

Tested version of inverter which realized SRS
method is shown in Fig. 4.

ﬂm-\f;ﬂ o ol J irv_2_Sh_F(m-1:0)
ol control_unit avesnsof countiioom 20}
stanm-dot - - Drdone
resetfi— = =

Tem
e
222 onn

Fig. 4. An inverter that implements SRS method

5.2. The Method Based on the Use of
Squaring and Multiplication

In this method the square is used for inverse
element calculation in polynomial basis. The
algorithm is true Itoh, Teechai, and Tsujii [4]
method.

Total hardware resources (number of flip-flops,
LUTs and slices) for based on the use of the Square
and Multiplication (SM) method are shown in
Table 2, where also data are about clock period and
their number required for multiplicative inverse
calculation.

Tested version of inverter which realized SM
method is shown in Fig. 5.

5.3. The Method Based Only on the Use of
Multiplication

Here the square is also used for inverse element
calculation in polynomial basis but no additional
elements (FU) are in GF processor (Fig. 2).

Total hardware resources (number of flip-flops,
LUTs and slices) for Only Multiplication (M) used
method are shown in Table 2, where also data are
about clock period and their number required for
multiplicative inverse calculation.

Detailed hardware resources list (number of
flip-flops, LUTSs and slices) for M method are shown
in Table 5. No part of M method hardware resources
is placed in FU.

Table 5
Detailed Hardware Resources List for M method,
m=64
By Hierarchy | #FFs # LUTs Placed in
M Method 78 2334
Mul 0 2178
MX 0 138
Rg 64 0
Cntr 7 10

Tested version of inverter which realized M
method is shown in Fig. 6.

ol e J irrv_2_SM_F(m-1:0)
control_unit cbana of countiloom-2.0)
- done
fer__ Cotr

Tor
e

Fig. 5. An_inverter 'Ehat implements SM method
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Fig. 6. An inverter that implements M method

Conclusion

Studies have shown that all considered methods
based on use of squares and square roots calculations
and use of fast parallel multipliers in dedicated
Galois Field processor provide calculation of inverse
element in binary Galois fields in a polynomial basis
for time independent of the value of the operands.
Based on Itoh, Teechai, and Tsujii Squaring and
Multiplication methods can be recommended for use
with polynomial basis too. It provides a minimum
clocks for finding the inverse element and it requires
less amount of inventory costs then methods based in
use of square roots and squares.
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AAPA TJIIC JJIAA IBUJAKOI'O 3BHAXO/IKEHHS 3BOPOTHUX EJIEMEHTIB ITIOJIIB I'AJIYA

Ponpir Exiacl, Banepiii [iyxos?, Moxammen Paxma?, Ian Kouy6ax?

Ulisancoruii misicnapoonuii ynisepcumem
Hayionanvruii ynicepcumem «JIvgiecoka nonimexnixay

Anomauia. Y oanuil uac mamemamuyHoO OCHOB0I ONPAYIO8AHHA YUPDPOB02O RIONUCY € eNinmuyHi
Kpusi. Ilpu ybomy onpayto8aHHs MOYOK elinMU4HOi Kpueoi Oa3yemvcs HA BUKOHAHHI onepayill y NOaAX
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Tanya GF(p™), nopadok nons mooce caeamu snavens 2%, enemenmu nons moxce Gymu npedcmaeneo y
NOMTHOMIAILHOMY A HOPMATLHOMY 6a3ucax. Benuxuil wac npoepamuoeo ukoHants onepayiu y noasax I anya
VCKIAOHIOE 3710M KOMN TOMEPHUX CUCmeM, OJisl 3aXUCIY AKUX BUKOPUCMOBYEMbCA yugposuii nionuc. 3 yiei
MOYKU 30pY O8IlIKOGI NOAA MAOMb nepesazy neped NONAMU 3 IHUWUMU XAPAKMEPUCTNIUKAMU, O0COOIUBO —
nepeo npocmumu noasmu, 0ns axkux m=1. 3a yicio 03Haxow 0GIlIKOBI NOsL NOCMYRAIOMbCSA MITbKU NOJIAM 3
xapaxmepucmuxamu p=3 ma P=5. OckireKku cyuacHi KoMn’iomepu npayioms HA OCHOBI O08iliK08Oi
cucmemuy 4UCLEHHs, GUKOPUCTNAHHA 08ilikogux nonie lanya 0ns cmeopenns peanizoeanux Ha IIJIIC gy3nie
cucmem 3axucmy ingopmayii eunpasdane. Icnye 0éa nowwupeni memoou Oinenns 6 noai Ianya GF(2™):
3ACHOBAHUIL HA BUKOPUCTNANHI MHOJICEHHS poswupenull areopumm Eexnioa ona noainomiansnozo b6asucy i
07151 HOPMATILHO20 OA3UCY - MemOO, 3ACHOBAHUU HA 3HAXOOMCEHHI 360POMHO20 eleMeHMa WAAXOM NIOHeCeHH]
0o cmenens. Hedonikom nepuio2o € 3anexcHicme 4acy OileHHA 8i0 3HAUEHHSA ONepanois, uo Moxice Cnpusmu
310My cucmem 3axucmy ingopmayii. Tomy 6 Oaniti pobomi Memoou 3HAXOOHCEHHSL 360POMHO20 eleMEHMA 6
noaiHoMianbHOMY 0a3uUci, WO 3a0e3neuyomsb He3ANeHCHICMb HaCy 3HAXOONCEHHs 8I0 3HAUEHHS ONepaHois,
amanizyeanucs 01s eubopy mMemoody 3 KpawuMu NOKA3HUKAMU anapamtoi i 4acoeoi ckiaoHocmi npu ix
peanizayii na IVIIC. Y pobomi ananizyeanucs memoou, Ha OCHOBI GUKOPUCIAHHS SKUX MONICHA CMEOPUMU
VHDL-onuc ¢yuryionarvno saxinuenoeo ¢yzna IHJIIC (sopa ILVIIC 3 ¢hynxyicto 3Hax00x#ceHHs: 360POMHO20
eleMeHma - iHeepmopa), AKUL MOJICHa 60yoysamu 6 Cheyianizo8aHuli npoyecop Ois ONPaAytO8aHHs
enemenmis nonie Ianya, sxuil 6yoyemoca y HJIIC. 'V pobomi nasedeno ynkyionanvhy cxemy npoyecopa
ma NOKA3aHo, AKI 000AMKOGL eleMeHmu 6 1020 CKAAdi nompiOHi 015l peanizayii KOJCHO20 3 PO32TSAHYMUX
memodis. Byno nputinamo, wo 0o ckiady npoyecopa 6xo0ums CymMamop ma NApaienbHUull Mampudnuil
nomuodcysay. byno posenanymo mpu memoou 3HAXO00XHCEHHS 360POMHUX e/leMeHmig: Memoo, Wo 8UMaae
000amKosuUx 8y31ie NiOHeceHHsi 00 Keaopamy (Keaopamopa) ma 3HAXOO0JICEHHS. KEAOPAMHO20 KOPEHs,
Memoo, wo eumMazac MinbKu 000amMK08020 KeAOpamopd, ma Memood, wo He 6uMazae 000AmKO8UX
onepayiinux 8ysnie. /[[na peanizayii KoocHozo 3 memooie y IIJIIC 6yno cmeopeno cneyianizoganuil
eenepamop sadep iHeepmopis, Axuu 3abesneyyeag cmeopenns VHDL-onucie 3a xapaxmepucmuxamu, sKi
3a0a6anucs nio 4ac NpoeedeHHs OOCHIONCEeHb. XAPAKMEPUCTIUKY NOJs, YMEOPIOIOUUL NOAIHOM, Memoo
3HAXOOXCEHHS. 360POMHO20 enemenma. Yci po3pobieni siopa ineepmopie 6yno nepesipeno (01 m==64)
WIIAXOM  MOOeN08anHs ma imniaemenmosano 0o ckaady IUIIC. 3a  pesynvmamamu MoOeno8amnHs
BU3HAYANUCA 4ACO8A CKAAOHICMb, a 34 Pe3yIbmamamu IMIAeMeHmayii — anapamua CKIaoOHICMb KOHCHO20 3
po3spobnenux adep. Pezyromamu oyintosanns ckniadnocmeti Hageoeno y pobomi. Komniexcue oyinio8anms
4yacoeoi ma anapamuoi CKIAOHOCMI NOKA3AN0 nepedazy Memoody, 3AdCHO8AHOMY HA BUKOPUCHAHHI
000amK08020 Keadpamopa.

Knrouoei cnosa: Osiiikose none lanya, myromuniikamueHull 360POMHULL  €leMEHM, PO3UUPEHULL
aneopumm Eexnioa, 36e0eHHs 6 Cynitb.

SIAPA IIVIUC JJISA BBICTPOI'O HAXOXKJIEHUA OBPATHBIX JIEMEHTOB MOJIEM T'AJIYA
Poapur Daunac!, Banepuii I'iayxos?, Moxammen Paxma®, Usan ’Kosyoak?

Ylusanckuii mexcoynapoousiii ynueepcumem
?Hayuonanvuviil ynusepcumem «JIb606CKas nonumexnurkay

Annomayus. Cywecmeyem 06a pacnpocmpanennvlx Mmemooa Oerenus ¢ none Tanya GF(2"):
OCHOBAHHBI HA NPUMEHEHUU YMHONCEeHUs. pacuupennslil areopumm Eexnuoa ons nonunomuansrnozo 6azuca
U Memoo 8036e0eHUsl 8 CMeneHb OISl HOPMATbHO20 6azuca. Hedocmamkom nepeoeo A61semces 3a8Ucumocms
epemeHy OeleHusi Om 3HaveHusi onepanoos. I[losmomy 6 OoanHoll pabome OCHOBAHHLIE HA UCNOIL30BAHUU
onepayuil 6036e0eHUsl 8 K8AOpam U U3GIeHeHUs] KEAOPAMHO20 KOPHS U HEe3aeUCAuUe Om 3HAYEHUll
ONepano08 Memoovl OeNeHUs AHATUSUPOBANUCL Ol 8blO0pa Memodd ¢ JAYHWUMU NOKA3AMensimu
annapamuol. U 8peMeHHOU  CrodCHOCmU. Memoodvl 6bliu  OpUEHMUPOBaHbL  OJil  UCHONL30BAHUS 6
nonunomuanvHom baszuce npedcmasnenus snemenmos noneu Ilanya GF(2™). Bce memoodwvr 6Oviiu
peanuzosarvl 6 ude sioep IIJIUC, ux paboma dvlia nposepena mMooeaupo8aHuem.

Knwuesvie cnosa:. osouunoe none I'anya, MyrnbmuniukamusHblil 00pamubvill 1eMeHm, PACUUPEeHHbII
aneopumm Eexauda, gozeedenue 8 Cmeneto.
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