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Abstract. It is proposed a dynamic classification model  of software applications, that are part of business critical 
systems.  Software applications were classified on the degree of access security. The information technology was devel-
oped, which identifies three classes of safety-critical software  regarding applications access.  This allows  to hold a   
reengineering of user roles . The information technology was developed,  which identifies three classes of safety-critical 
software  regarding applications access.  This allows  to hold  the  reengineering of user roles. An example of applica-
tion of technology and the assessment of  its effectiveness were presented. 
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МОДЕЛЬ ДИНАМИЧЕСКОЙ КЛАССИФИКАЦИИ ДЛЯ УПРАВЛЕНИЯ УРОВНЕМ 
БЕЗОПАСНОСТИ ДОСТУПА В БИЗНЕС-КРИТИЧЕСКИХ СИСТЕМАХ 

Аннотация. Предлагается модель динамической классификации программных приложений, входящих в 
состав бизнес-критической системы по степени безопасности доступа. Разработана информационная тех-
нология, позволяющая выделить три класса критичных по безопасности доступа программных приложений с 
целью проведения ренижиниринга ролей пользователей. Рассмотрен пример применения технологии и оценки 
ее эффективности.  
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МОДЕЛЬ ДИНАМІЧНОЇ КЛАСИФІКАЦІЇ ДЛЯ УПРАВЛІННЯ 
РІВНЕМ БЕЗПЕКИ ДОСТУПУ В БІЗНЕС-КРИТИЧНИХ СИСТЕМАХ 

Анотація. Пропонується  модель  динамічної  класифікації програмних додатків,  що входять до складу 
бізнес-критичної системи , за ступенем безпеки доступу. Розроблено інформаційну технологію, що дозволяє 
виділити три класи критичних з безпеки доступу програмних додатків з метою проведення реніжінірінга ро-
лей користувачів. Розглянуто приклад застосування технології та оцінки її ефективності. 
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Introduction. Currently the architecture of 
business critical information systems compa-
nies, are ever more complex, including in the 
area of security. Rest are constantly evolving, 
the number of sources of information is increas-
ing, and as a result the security event monitoring 
is not trivial [1]. The constantly growing vol-
ume of data and events in an online business-
critical object, an increase in the number of us-
ers and network devices, significantly compli-
cate the task. 

© Skatkov A.V., Mashchenko E.N., 
    Shevchenko V.I., 2014 

In most companies, as a rule, there is the fol-
lowing situation: implemented a centralized 
analysis and management of all network inci-
dents  running  DLP  (Data  Loss  Prevention)  sys-
tem that controls all the leaks of confidential in-
formation, as well as a number of isolated highly 
specialized systems. In such circum-stances, the 
ability to analyses developments and identifying 
security incidents severely limited, because there 
is no consolidation between different systems of 
protection and there is no possibility to get in-
formation about the dynamics and correlation of 
security events and incidents in the infrastructure 
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as a whole.  Identify the relationship between 
these events generates a large amount of manual 
data processing of a partly or security systems. In 
the end, actually caused the incident may not be 
seen or detected late. 

As an approach to address this problem ef-
fectively to information technology manage-
ment secure access based on dynamic classifica-
tion model software applications [2; 3; 4; 5; 13] 
and modification of the k-means method, pro-
posed by the  authors [6, 7]. 

The aim of the research is the development 
of synthesis methods of access control in busi-
ness critical systems (BCS) model-based dy-
namic classification. Object of research is the 
software applications that are part of the BCS. 
The subject of the research is the process of 
managing user access. The practical result of the 
research is to determine the most critical class 
of software applications in terms of compliance 
with the limit values of metrics to further secu-
rity  policy  priority  of  reengineering  the  role-
based access control. Role-based access control 
(Role Based Access Control RBAC) is the de-
velopment of a policy of selective access con-
trol, security management of BCS [8, 9]. Role-
based access allows you to implement a flexi-
ble, changing dynamically in the operation of 
the computer system access rules. Roles are cre-
ated inside the BCS for various job functions. 
Specific roles are assigned permissions to per-
form certain operations. Staff members (or to 
other users of a software application to BCS) 
are assigned fixed roles, through which they re-
ceive the appropriate privileges to perform the 
fixed system functions [5, 10]. 

1. Statement of the problem.  The model 
must be developed and information technology 
clustering software applications for security ac-
cess that allows for the information from the log 
files of the BCS, using methods of cluster anal-
ysis  to  form  classes  of  software  applications  
with varying degrees of severity in terms of 
compliance with the limit values of metrics to 
further security policy priority of reengineering 
the role-based access control. 

Input: O – the set of software applications 
of clustering { }nioO i ,1| == .  (K)  − the  set  of  
private access security metrics, 

{ }jK k | j 1, p .= =  

Training set of values of private security 
access software metrics is:  
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where mN - the number of objects in the m-th 
cluster. 
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where -)( ja  weight coefficient of the metric 
jk , defined by individual decision-makers 

(DM). 
The result: partition of the original sample 

by clusters { })()2()1( ,, MQQQO K= , where 
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The  criterion  of  effectiveness  of  clustering  
is a minimum of intra-group scattering: 
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2. Modernization of the k-means method 
As a part of this technology we have the 

further development of the k-means cluster 
analysis that adapts to the task of classification 
of software applications. Classic k-means meth-
od [6, 7] has the following disadvantages:  

1) random cluster centers in the early stages 
of the break;  

2) full search options to determine the fac-
tor  space  points  to  the  cluster;  3)  DM does  not  
take into account the degree of influence the 
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clustering of individual parameters for the clus-
ter. The offered modification addresses these 
shortcomings by introducing and overriding dy-
namic weights in (2), the initial configuration of 
the cluster centers, multidimensional optimiza-
tion techniques.  

Based on practical experience in the devel-
opment of systems for automation of business 
processes and research described in [11] re-
quires that any software application can have 
one of three States (S) access security: green 
zone  means that access security metrics corre-
spond to the SLA (Service Level Agreement);  
yellow zone is medium criticality; the red zone 
is  high criticality. 

The initial time for all security metrics de-
fined boundaries as, where нt

imk )( and вt
imk )(  is the 

lower and upper bounds of possible change in 
metric. Thus, unlike the classic k-means meth-
od, the first iteration of the centers for a speci-
fied number of clusters are determined ran-
domly, and not on the basis of security bounda-
ries for each State of the BCS.  The feature of 
the proposed modification is the use of dynami-
cally changing weights, the calculation of dis-
tances (2) from a point-factor space to the center 
of the cluster. This allows the decision maker 
(DM) to take into account the significance of 
private security access criteria and thus manage 
the risks of global security incidents in the BCS. 

A modified clustering algorithm consists of 
the following four stages: 

1. Initialization. The cluster centers are 
generated {ZК,ZЖ,ZЗ}t 

2. Attribution. Object refers to the cluster, 
the center of which he is closer. 
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3. Adaptation. Recalculation of the cluster 
centers on (1).  

4. Checking the quality of the clustering on 
criterion (3).   

3. Technology description. Figure 1 shows 
how the dynamic classification of information 
technology application in UML notation. In ac-
cordance with the proposed technology expert 
BCS determines the composition and the 
boundary values of the access security settings. 

It support service, which is responsible for secu-
rity access control, based on data from monitor-
ing systems software application generates files 
that contain information about the values of 
monitored parameters and transmits that infor-
mation in a decision support system. On the ba-
sis of data on limit values for the security set-
tings, the system generates a preset coordinates 
of cluster centers. DM selects the weighting fac-
tors for (2), depending on the importance of se-
curity metrics. In the procedure of “attribution” 
is  a  split  software  products  on  three  classes  of  
criticality using selected metric. To expedite the 
task of the algorithm in step 4 added procedure 
multidimensional search engine optimization 
based  on  the  Hooke  –  Jives,  Pattern  search  –  
that significantly reduced the speed of decision-
making, compared with brute force.. 

4. Pilot studies. As  an  illustration  of  the  
application of the proposed information tech-
nology examines the BCS, which includes 10 
software applications to automate financial and 
economic activity on the Platform 1C. As 
source data log-log software applications for the 
year of 2013 received four metrics: value k1 is 
the number of bugs in the system of open access 
to electronic documents, outside its competence 
(Fig. 2, a); K2 is the number system alerts 
attempts to access the private electronic docu-
ments; K3 is the number of emergency shut-
downs applications related to unauthorized ac-
cess; K4 is the average recovery time for user 
access to a software application after a crash 
(min) (Fig. 2, b). 

In Fig. 2 are a priori boundaries the critical-
ity of software applications for security access. 

Table  1  shows  the  iterative  process  of  dy-
namic adjustment of clusters, as the security of 
software applications (the first three iterations). 

1. Coordinates of cluster centers by 
security state for software applications 

included in the BCS 

 t(1) t(2) t(3) 

SLA k1 k2 k3 k4 k1 k2 k3 k4 k1 k2 k3 k4 

К 50 100 10 120 50 80 12 120 50 100 12 12
0 

Ж 20 60 5 40 10 30 5 40 10 20 5 60 
З 5 10 2 20 5 10 2 20 5 10 2 20 
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Fig. 1. Dynamic information technology, Classification Scheme of software applications 
 
 

    

а      b 
Fig. 2. Piece numerical identification of private security criteria 

 

Adjust values in the cluster centers, took 
place in accordance with the update of data on 
the characteristics of the BCS, the update data 
on a log-log software applications was one 
month. 

Table  2  shows the  results  of  the  classifica-
tion of software applications for degree of safety 
on  the  basis  of  the  proposed  information  tech-
nology with highlighted priorities for reengi-
neering the role-based access control. 
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2. Classification results Snippet software 
applications for security 

 
Table 2 shows that the various grounds are 

one and the same application may relate to dif-
ferent security groups. The proposed technology 
lets you break down your application to 3 Group 
and thus select the most critical applications in 
terms of security policy, as the priority for reen-
gineering. 

Fig. 3 shows the research of integrated ac-
cess  control  quality  score  in  the  BCS  for  this  
technology. Embedded quality score is based on 
linear convolution additive metric access con-
trol, according to [12]. 

 

Fig. 3. Comparison of integrated access control 
to the quality score of (F) and after (F *) 

Conclusions. Studies have shown that the 
application  of  the  technology  of  the  dynamic  
tuning of cluster centers group application to 
BCS on criticality levels provides improved ac-
cess to 23 % for individual groups of user roles. 
Analytical assessment of this indicator is gener-
ally impossible owing to the absence of a priori 
information. Value is determined by the particu-

lar situation in the BCS and the levels of distur-
bance, for this reason, the proposed technology 
dynamically adjust cluster centers DM allows 
an adequate analysis of the situation. 

Thus, as a result of the research, based on the 
data and log files of the BCS on the State of soft-
ware applications and applied information tech-
nology, dynamic clustering of the data, received 
aggregated groups of software applications. 

Areas for further research. It is intended to 
extend the classes of models and methods, as 
well as studies of other access control methods 
in business-critical systems. This approach to 
controlling access to BCS allowed: 

1)  improve  access  to  BCS  policy  reengi-
neering; 

2) reduce the number of vulnerabilities and 
conflict situations resulting from an incorrect 
definition of user access level;  

3)  organize  DSS,  which  allows  the  DM  
adaptively adjusts user access profiles for the 
effective management of security policies in the 
BCS. Work is supported by the Russian Foun-
dation for basic research (grant No. 14-47-
01047). 
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