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MPOI'PAMMHBIIA KOMILJIEKC MOHUTOPUHI'A AKTUBHOCTH IOJIb30BATEJIEN
KOPIIOPATHUBHOM KOMIILIOTEPHOM CETH

Auuomauu}l. Hpe()ﬂOcheH N00X00 K CO30AHUIO U UCHONb30BAHUIO npoecpamm MOoRumopureda oessmeNbHOCmU U AKMUG-
HOCMU noav3osamenell 8 KOMnblOmepHOIZ Kopnopamueﬁoﬁ cemu.
Knrwueswie cnosa. KomnbslomepHas cenw, uH(j)OpMaZ,;MOHHCUl 6830naCHOCmb, I’lpOZpa.MMHblﬁ Komnjaekc, MOHUmMopune

AKMuUBHOCMU NOJIb308amerell.

Axmyanvnicmo memu. 3axuct iHpopmalii B
CY4aCHUX KOMII'IOTePHHUX iH(opMauiiHUX cuc-
temax (IC) e mpioputeTHuM 3aBnanHsM. Bukpa-
JeHHs KoH]imeHIiHOI iH(pOpMAaIlii, 3HUIICHHS
JAaHWUX, BHUKPUBICHHSA iH(opMallii, BUBEACHHS 3
nany xomm torepaux cucreMm (KC) — nmanmeko He
MOBHUM MEpPENK yCiX PU3MKIB, 110 BUHUKAIOTH Y
npolieci eKcIuryaralii Ta BHKOPHUCTAaHHS Cydac-
Hux IC.

KommuiekcHuil Xapaktep cucTeMH Oe3neku
JUIs TIpOTHUAll pi3HOMaHITHUM 3arpo3am IC mae
3abe3mneuyBaTu KOHTPOJIb 32 JISUTBHICTIO CITY»K00-
BIIIB, 5IKI BUKOPUCTOBYIOTh PI3HOMaHITHI BHYTpI-
IIHI pECYpCH CUCTEMH, a TAKOXK MarOTh JOCTYII J0
IHTepHeT-101aTKIB.

Penyramis i Ge3neka cyyacHUX KOMIaHii Oa-
rato B 4OMY 3aJI€XKHUTh BiJ IISUIBHOCTI 1l CIIBpO-
OITHHUKIB, a CHCTEMH KOHTPOJIO 1 BBEAEHHS 00-
MEXEHb JJIsl IEPCOHAITY € BaXKJIIMBOIO CKJIAZI0BOIO
KOMIIJIEKCY 3aXO/IiB, SKi CIIPSIMOBaHI Ha MiATPUM-
Ky iHpopmaniitnoi 6e3neku (Ib).

B npoMy HampsiIMKy akTyalbHUMHU € HE TUIb-
K1 0OMeXeHHS Ta (UIbTpallis pecypciB 1 Mepexe-
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BUX CEpBICIB [HTEpHET 3 METOI0 3aXHCTy KOpIIO-
patuBHO1 Mepexi (KM), ane it cuctema, 10 KOH-
TPOJIOE BCi Jii KOPUCTYBA4iB 3 METOIO IMOJajb-
II0TO aHaJi3y i opraHi3aliifHuX BUCHOBKIB.

KoHTposb 3a BUKOPUCTAaHHSIM KOMIT IOTEPIB 1
INPUCTPOIB Y MEpEeXi Mae 3a METy MONEepeauTH
HECaHKI1I0HOBaHUH Aoctyn sk 1o KM B ninomy,
TaK 1 10 OKpeMHUX OO0’€KTIB CHUIBHOTO JIOCTYILY,
Takux sk Mepexei ¢aitnosi cucremu (OC), nu-
pekTopii 3 KoH}ineHuiHHOI iH(popMali€o, 6a3u
nanux (BJ]), Ta 3amo0irtu BTpaTi 4M PO3roJIO-
IICHHIO I[IHHOT Ta Ba)XJIUBOI iH(pOpMaLlii.

AKTyaJqbHUM 3aBJaHHSIM € TaKOXX MOHITO-
PUHT [iif CUCTEMHUX aJIMIHICTPATOPIB, SIKI 3a3BU-
Yyaif MOXKyTb MaTH HEOOMEKEHI OBHOBAXXECHHS B
cucTeMax Ta iHOJi CTAaroTh JKEPEIOM BUTOKY Jia-
HUX 3 KommnaHiil. [Ipy npoMy BaXkIMBO MaTu Bi-
MOB1JIl HA PsI/l 3aIIUTAHb. XTO 1 KOJIU MPAIIOBaB Yy
KC; xto maB noctyn 10 b/l ra ®C cninbHOTO J10-
CTYITy; YAM 3aiMarOThCsI CIIIBPOOITHUKH B TIEBHHM
yac; y pa3i HaJ3BUYaHOI moAii — YoMy HdesKi
cepBicu mepecTainu OyTH JOCTYIHHUMH; 5K 3MIHU
B KOH(irypauii 0yno 3pobieHo, 3 IKOi IPUUUHH 1
KUM?
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[ToBHmii MoHiTOpUHT 1iii KopucTyBauiB KC
JacTh 3MOTY OTpUMaTd MOBHY iH(opMaliio, o
MOXe OyTW BUKOPUCTaHa JJIsi PI3HOMAHITHUX BH-
CHOBKIB 32 pe3yJIbTaTaMy aHalli3y JisUTbHOCTI KOPH-
CTyBauiB Ta Pe3yJbTaTIB iX POOOTH.

Hopienanenuii 02140 icHylouux pinieHs.
[omynspHOIO TEXHOJOTIEI0 BIAAATEHOTO JOCTYITY
no pobouoi cranmii € VNC, xapakrepHOIO
OCOONUBICTIO SIKOT € MOXJIHMBICTH OpraHizarii
KUTBKOX «TOYOK MIJKITIOUYEHHS» Ha OZHOMY CEpBEpi.

Texuomoris SELINUX — 1ie po3mmpenns 6a3o-
Boi Mmozieni 6e3neku OC Linux, mo monae MexaHizm
MaHJaTHOTO JocTylly. BoHa € jayxe rHyYkoro Ta
MOTY)KHOIO CHCTEMOIO KepyBaHHs MpaBaMH JIOCTY-
my, Ta Ma€ MOJJIMBICTh peeCTpauii 3JTOBMUCHHUX
T, aie BOHA Ma€ Ty)Ke CKJIAJHUN CMHTAKCHUC KOH-
¢irypariinux ¢aitiB Ta noTpedye 0CBiy B 00ma-
cri [13.

[HIIOIO0 CHCTEMOIO PO3MEKYBaHHS JOCTYIY €
6azoBa cucrema koHtpomo RSBAC, sika mo3Borsie
CTBOpUTH Ha 0a3i auctpuOyTuBy LINUX 3axuineHy
OC. Cucrema RSBAC € o1HOYacHO JOCUTh T'HYY-
KOIO Ta 0araTorpaHHO0, OKpiM TOro, BOHA He Ha-
CTUTBbKH TpoMi3zika, sk SELINUX, ToMy MoXe BHKO-
PHCTOBYBAaTUCH OLIBIII IIUPOKO.

HaiinpocTimoro Ta HalAOCTYIHIIIOW AJST KO-
pUCTYBaYa € CUCTEMA PO3MEXKYBaHHS IpaB JJOCTYITY
AppArmor, ska nacth 3MOTy MaiiKe TOBHICTIO Tie-
PEKITIOUNTH ceOe B PEKUM CTEKEHHS, aje MEeBHHUN
CEepPBEPHMI /10/ITaTOK BHUMArae OuIbII CKJIAJHOT KOH-
¢irypaiiii, a KOHTPOIIb MEPEKEBUX 3 €THAHBb B IIil
CHUCTEMI peali30BaHO Ha 3apOJIKOBOMY DiBHI, OTKE,
JUIS IIbOTO JIOBEAETHCSI BUKOPUCTOBYBATH CTOPOHHE
I13.

3 aHaNi3y iICHYIOUMX KOMIUIEKCIB CTa€ 3p03yMi-
70, 1m0 X BUKOPUCTaHHS SK CHCTEMH CHOCTepe-
JKEHHsI BHMArae, mo-mepuie, rMOoKoi peKoH)Iry-
pawii Ta BIAKIIOUEHHS HEMOTPIOHMX MOJYJIB, IO-
Jpyre, KOXKeH 3 HUX He € YHIBepCaIbHUM Ta MOTpe-
Oye BuUKOpHcTaHHs noaatkoBoro I13. [Hio oco6-
JIMBICTIO CUCTEM PO3IMOAUICHHS € HEOOXIHICTh BU-
KOHAHHS B PEKUMI 4]1pa, 110 HAKJIAJa€e CYTTEB] 00-
MEKEHHS Ha BUOIp TUCTpUOYTUBY Ta Bepcii sapa.

Dopmynrosanna memu. MeToro CTaTTi € Mpo-
eKTyBaHHSI Ta PO3POOJICHHS IIPOTPaMHOT0 KOMILIE-
kcy (ITK) mnst MoHitopunry niii kopucryBadis KM
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Ta MPOBEJEHHS BUIPOOYBaHb PO3pPOOIEHOro Ipo-
rpamHoro 3ade3nedeHust (113).

Ilocmanoexa 3aé0anns. I1pu po3pobaenni [1IK
JOLUIBHO PO3MOAUTUTH pOOOTY Ha KUIbKa €TaIliB.

Ha mepmiomy CTBOprO€ThCS JIOTIYHA CXema
[1K, Bu3HavaeTbesi (yHKIIOHATIbHE HaBaHTAKEHHS
KO>KHOTO aBTOHOMHOTO BY3J1a, METOIH 1X B3a€MOJIii
Ta CHHXPOHI3allii.

Ha npyromy erami Juii KOKHOi aBTOHOMHOI
OJIMHUIII Ha OCHOBI 1i (DYHKIIIOHATBHOTO HaBaHTa-
’KEHHs OyIyeThCs alTOPUTM POOOTH.

Ha Tpetbomy eTami CTBOPIOETHCS MpOTpaMHa
cXeMa MOJYITIB KOMILIEKCY, IPOBOIUTHCS BHOIp Ta
BPaXOBYIOTHCSI OCOOIMBOCTI MOBH MPOTPaMyBaHH,
6iomiotek, omepaitiiiHoi cucremu (OC) Ta amapart-
HOi mMIaTopMH, BKa3ylOThCS MiClsi Ta METOAU
MDKIIPOIIECHOT B3aEMOIIi, OTIUCYIOThCS MIaThOpPMO-
crenudiuHi onepallii BBEJICHH-BUBEICHHS.

Ha ocrannbomy erami mpoBoAuThCs Oe3moce-
PEeIHBbO HAMWCAHHS BUXIIHOTO KOAY, HOTO ONTHMi-
3allisl, HaJaro/KEHHS Ta OCTaTOYHE 30UpaHHs Mpo-
IPaMHUX MOJTYJIB.

Po3poonenna npocpamnux modynie. 1lporpa-
MHHI KOMIUIEKC MOHITOPHHTY aKTHBHOCTI KOpPHC-
TyBa4iB Ma€ KII€HT-cepBepHy apxiTekrypy. Ilix
KIIIEHTOM PO3YMIETBbCS CYKYIHICTh IPOTPaMHHUX
KOMIIOHEHTIB, SIKI BCTAaHOBJIIOIOTHCSL HA T1IKOHTPO-
aeHil KC (poboya cranilist, 6araroKOpHCTyBaIbKHUiA
cepBep, TOIIO), Ta BUKOHYIOTh PEECTPALLiIO TIEBHUX
MO, 3riqHO HajamTyBaHb. CepBepHa K YacTHHA
BCTAHOBIIOETHCSI HA BUJAUICHOMY CepBepi, BOHA
MpHU3HAYCHA JJIsI OTPUMAaHHA iHdOpMaIli Bij areH-
TiB Ta 3a0e3neueHHs ii 30epiranHs y neBHOMY ¢op-
mari (abo ¢popmarax).

Ha puc. 1 nokazano crpykrypy IIK. 3araneny
CTPYKTYpPY CEpPBEpPHOi YaCTHHHU 300pakeHO Ha
puc. 2.

MiakoHTponbHa
cuctema Nei

MiakoHTponbHa
cuctema Ne2

MiakoHTponbHa
cuctema N3

Cepsep

MiakoHTponbHa
cuctema NeN

Puc. 1. Crpykrypa IIK
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[TpociyxoByBaHHSI MepeXi, BUKOHAHHS aB-
TOpHU3allil, a TaKOXX OTPUMAHHS Ta MYJbTHILICK-
callil0 MOTOKIB JaHUX BHUKOHY€E CEpBEPHUN MO-
Iyllb, IO SBISE COOOI0 PE3UACHTHY Hporpamy
(memoH). CtapTyrouu, BiH 3UUTYe (aidil HaNAIITY-
BaHb Ta 3aIlyCKa€ MOTPIOHI 101aTKOBI KOMIIOHEH-
ta. OTpuMaHi JaHi MepenarThCs AOMOMDKHUM
KOMIIOHEHTaM — MOAY/IM BUBEJCHHS. 1X QyHKIis
MOJISITa€ Y MPOrpaMHOMY DPO30MpaHHI JaHHUX Ta
3abe3neueHHi ix 30epiranna. B manomy 1K mo-
Iyllb BUBEJCHHS BUKOPHCTOBYE Ui 30epiranHs
orpuManoi iH(opmauii TexcToBi Qaimu. Ilpu
BOMY JJISI KOXHOI MIJKOHTPOJIBHOI MAaIIMHU
CTBOPIOETHCS OKpeMUil (paii.

Mogynb
BUBEJEHHS

A

CepaepHblii Mogynb >

Mepexa

Karanor 3 TekcToBUMU

daiinamn

Puc. 2. 3aranbHa cTpyKTypa cepBepHOi
YaCTUHU

Jlnst rapaHTyBaHHS O€3MeKd KaHaly 3B’SI3KY
MDK CEpBEpOM Ta MOHITOPMHTOBHUMH MOIYIISIMU
BUKOPHUCTOBYETHCSI aCUMETPUYHE MIH(PPYBAHHS
KaHally 3a IOTIOMOro0 TexHoJjorii SSL — kpumnro-
rpa¢iuHOTO MPOTOKOIY, SIKUH 3a0e3rnedye BCTa-
HOBJICHHS 0€3MEYHOr0 3’€JHaHHSA MDK KIIEHTOM 1
cepBepoM. [IpoTOKON YMOXKIHBIIIOE KOH(IICH-
[IAHICTF OOMIHY JaHUMH MDK KJIIEHTOM 1 CepBe-
poM, siki 3actocoByroTh npotokon TCP/IP, mpu-
qoMy Juid MH(pyBaHHS BUKOPHCTOBYETHCS aCH-
METPUYHUN aJrOPUTM 3 BIAKPUTHM KIIIOUEM
(BK). IIpu mmdpysanni 3 BK notpidHo aBa KiIro-
4i, MpUUOMy OyJb-sIKMH 3 HUX MOXE 3aCTOCOBY-
BaTUCS JUIsl WU(PYBaHHA MOBLAOMIICHHS. TuM
CaMHM, SIKIIO BUKOPHUCTAHO OJMH KIIOY IS IIH-
¢bpyBaHHS, TO BIANOBIAHO IS PO3LIM(pPYBaHHS
MOTPIOHO THIIMH KITFOU.

Ceancu 3B’s13Ky IIUPPYIOTHCA 32 TOTIOMOTOIO
anroputmy AES. IMena mamuH Ta masxu A0 Bil-
MOBITHUX KJIIOYIB MPOMHCaHi B KOH(IrypaiitHux
¢aiinax kiieHTIB Ta cepBepa. s aBropu3zarii Ta
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MOJIAJIBIIONO KPUNTOTpadiyHOr0 3aXUCTY KaHAILY
3B’SI3KY BUKOPHCTOBYEThCS Oi0mioTeka OpenSSL.

VY 3arasbHOMY BHIAJKy Mpolielypa aBTOpHU-
3amii BUIIISLAE Tak. INICIsS BCTaHOBIEHHS |CP-
3’enHaHHs SSL-KITiEHT 1 cepBep BUKOHYIOTh MpO-
HeaAypy «pykoctuckanus». [1iq yac 1{poro KI€HT
1 cepBep «IOMOBIISIIOTHCS» NPO Pi3HI MapamMeTpH,
AK1 OyIyTh BUKOPHCTaHI /Ui 3abe3neueHHs Oe3-
NeKu 3’€THaHHS. «PyKOCTHCKaHHS» MOYMHAETHCS
TOMl, KOJM KIIEHT MiJKIIOYAEThCS JO CepBepa
SSL. 3anut 6e3meyHOro 3’€AHAHHS SBISE COOOIO
CIMCOK MIATPUMYBaHHUX MUMPIB 1 Xem-pyHKIIH.
3 bOr0 CHUCKY cepBep BUOMpae caMuil CUIbHUN
mudp 1 xem-QyHKII0, AKY BIH TaKOXK MIATPUMYE,
1 TOBIIOMIISI€ KJIIEHTIB MPO MPHUHHATE PILICHHS.

CepBep Bijcuae 1e PINICHHS Y BUTIISIAL LIH-
¢poBoro ceprudikary. Ceprudikar, 3a3BHUai,
MICTUTB IM’s1 cepBepa, noBipenuit Llentp Ceptu-
¢ikanii 1 BK mudpysanns cepsepa. Kiient moxe
3B’S13aTUCS 3 CEPBEPOM, SIKHI BUJIaB cepTHdIKar, 1
NEepEeKOHATUCS TEepIl, HDK MPOJIOBXKUTH, L0 Cep-
TU(IKAT € CIIPABKHIM.

g Toro, mo0 3reHepyBaTH KIIHOYi CEaHCY,
BUKOPUCTOBY€EThCS Oe3neuHe 3’eaHaHHS. KitieHT
mudpye BUMAAKOBE 4uCiIo 3a jpomnomororo BK
cepBepa 1 BiNpaBisie pe3yabTar Ha cepsep. Tinb-
KA CepBep Moke po3mudpyBaTu Horo (3 ioro
zakputuM KmodeM (3K)), i Timeku 1ert dakr po-
OUThH KJIIOY1 MPUXOBAHUMH Bil TPETHOI CTOPOHH.
Knient 3nae BK 1 BumaakoBe umcio, a cepsep
3nae 3K i (micnst po3mmndpyBaHHs MOBIIOMICHHS
KJTi€HTA) BHUIAJKOBE YKcio. TpeTs cTopoHa, Mo-
*nuBo, 3Hae Tubku BK, sxmo 3K He OyB 3mama-
HUl. 3 BMIAAKOBOTO 4YHciaa OOWABI CTOPOHHU
CTBOPIOIOTH KJIFOYOBI JIaH1 Jisl K (pyBaHHS 1 po-
3mudpyBaHHS.

Ha 1ipoMy «pyKOCTHCKaHHS» 3aBEpPIIYETHCS 1
MOYMHAETHCS 3aXUILIEHE 3’€IHAHHSA, SKe 3amud-
POBYETBCS 1 PO3IMIU(POBYETHCA 32 JIOTIOMOTOIO
KITFOYOBHX JaHMX. SIKImIo Oynp-sKa 3 mepepaxoBa-
HUX BUILE [Jili BUKOHYETHCS HEBJAANIO, TO «PYKO-
ctuckagus» SSL He Bmamocs 1 3’€IHaHHSA HE BIiA-
OyBaeTbcs. B Takomy pa3i MpOTOKOJIIOBAHHS I10-
Jilf TOYMHAETHCS B JJOKATBHOMY PEXUMI.

Ha puc. 3 300paxkeHO 3araibHy CTPYKTYpY
KJTIEHTCHKOT YaCTHHU KOMILIEKCY.
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fAgpo OC

[Opaiisep

onosHwWiA
Mopynb

Mepeska

Puc. 3. Ctpykrypa kiientcbkoi yactunau [1K

IlenTpanpHe Micle B Hil mocigae MOIYib-
KOJIGKTOD, SIKMH BIIMOBiNAE 3a KIIIEHT-CEPBEPHY
B3a€MO/IIIO, a TaKOXX 30Upae Ta KOHCOJIIye AaHi,
OTpUMaHi BiJl IHIIUX KOMIIOHEHTIB. Peecrtparris
noniii ®C Ha HU3BKOMY PiBHI MOXe OyTH 37iiic-
HEHa BUKJIIOYHO B PEXUMI spa, TOMY 1el QyHK-
IIOHAT 3a0e3MeuyeThCs 3aBAHTAXKYBAHUM MOJTY-
nem. Jlns mepeaaBaHHs JaHUX 3 MPOCTOPY SApa B
KOPUCTYBAI[bKUH MPOCTIp BHUKOPHCTAHO CIIelia-
JbHUH 11103 BipTyanbHoi OC.

Peectpaniss moniii BCTaHOBJIEHHS Ta pO3i-
pBanus TCP-3’eHaHb BUHECEHA B MPOCTIP KOPH-
cryBaua. lle, mo-mepiue, 3HU3UTh HaBaHTAXKEHHI
Ha CHUCTEMY NP BEIUKUX 3HAYCHHSX YTUIIi3allil
MPOIIECOPHOrO Yacy, MO-Apyre, T03BOJIUTH edek-
TUBHIILIE BUKOPUCTOBYBATH MEXaHI3MH Mepexe-
BOT MIJICUCTEMHU. 3a3HaYMMO, 110 JUIS HAIOrO BU-
najaky (peecTparlis JUIle Mo iii BCTAHOBJICHHS Ta
pO3ipBaHHS 3’€/IHAHB) MIEPEXOIUICHHS CUCTEMHOTO
BUKJIUKY, [0 aHaJOril 13 (aiiiioBUM JOCTYyNOM, €
HEONTUMAJIbHUM 1 He MOXe OyTH BHKOPHCTaHE.
Jlns peectpanii mojii BCTAaHOBIEHHS Ta pO3i-
pBanHs TCP-3’e1HaTh HaM JTIOCTaTHHO MOKJIMBO-
cTei, ski Hamae miacucrtema Conntrack. s 3a-
Oe3neyeHHs po3poOJIEHHS Ta BUKOHAHHS I[OTO
MOJIyJsl B CUCTEM1 MaloTh OyTH BCTaHOBJICHI Ia-
KeTu: libnetfilter-conntrack, conntrack,
libnetfilter-dev.

CucreMa miaridHiB J103BOJII€ 3HAYHO PO3IIU-
PIOBAaTH MOXJIMBOCTI KOHTPOJIIO: 3a JOMNOMOTOIO
CHeLiaIbHUX MOIYJIB MOXHA MPOBOJUTH MPOTO-
komoBaHHA SQL-TpaH3akiiiid, poOUTH MepioauyH1
3HIMKHU €KpaHy TOLIO.

Jlia mepexoruleHHsl MoJid AOoCTymy 0 Min-
KOHTPOJIbHUX (ailIoBUX 00 €KTIB 3aCTOCOBYETHCS
CHeLiaIbHUN 3aBaHTa)KyBaHUH MOJIYNIb PEXUMY
sapa cuctemu (apaiiBep). Ha BepxHbOMy piBHI
VFS po3sramoByetscs eauna APl-aberpakuis Ta-
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KUX (YHKIIH, SIK BIAKPUTTS, 3aKPHUTTS, YATAHHSA
Ta 3anuc (aitnis. Ha HmwkapoMy piBHI VFS 3Ha-
xonaThes abcrpaknii @C, moi BU3HAYAIOTH, SK
peani3yroTbes (QyHKIIT BEpXHBOTO PIBHSL.

Hwxue piBus ©C 3HaxoauThes keu Oydepis,
[0 Hajae 3araabHuil Habip (QyHKUIH A0 piBHSA
@C. Ileii piBeHb KeLIyBaHHS ONTUMI3Y€ JOCTYI
10 (GIBUYHHUX HPUCTPOIB 3a PaxXyHOK KOPOTKO-
CTPOKOBOTO 30epiranHs qaHux. Hwxkue kemry Oy-
(bepiB 3HAXOAThCA JpailBepu MPUCTPOIB, SKI pe-
aNli3yIOTh 1HTep(EeicH A1 KOHKPETHUX (PI3UYHUX
IIPUCTPOIB.

Ha nporpamMHOMy piBHI HEpEXOIUIEHHS CHC-
TEMHHUX BHKJIMKIB Peani3yeThCs 3aMilICHHSIM Bij-
NoBiJIHOT azipecu 0OpoOHMKA B CHCTEMHINH Tabnu-
i sys_call_table.

[TporpamMHuii KOMIUIEKC MOHITOPUHTY aKTHB-
HOCTI KOPHUCTYBauiB CTBOPEHO 3a JIOTIOMOIOIO
nporpamuux 3aco0ie OC GNU/Linux. Omeparii
CTEXEHHsI 3a (ailloBUMU 00’€KTaMH MalOTh BH-
KOHYBATHCh Ha JOCUTh HU3BKOMY pIiBHI, TOMY
KOMIIOHEHT, 110 iX 00CIyroBye, 0pOpPMIIEHO Y BU-
TNl ApaiiBepa 1 BUKOHYETHCS B PEXKUMI siapa
OC. g KOHTPOIIIO MEPEKeBOi MiJCHCTEMU Ta-
Kok BuKopuctano kommonentn OC Conntrack,
AKUI O3BOJIIE TIporpamMaM OTpUMYBaTH iHDOP-
MaIlifo Mpo 3’€JHAHHS Ta HANAIITOBYBAaTH (PLIbT-
paitito Tpadiky 0e3 BUKOpUCTaHHS apaiiBepiB. Lle
nokpaiye inTerpainito B OC, nae 3Mory yHUKHY-
TH HeOa)KaHOTO MOTIPIICHHS MBUIKOCTI BIAKIUKY
CHUCTEMH Ta MpoOJeM CYMICHOCTI 13 IpaiiBepamu
crienuigHOTO0 MepekeBoro ooOmamHaHHs. Takox
MPOEKT Ma€ MIATPUMKY JOJaTKOBUX MOIYIMIB, IO
PO3IIMPIOIOTh HOTO (YHKIIOHANBHICTh — IJIAri-
HIB.

CepBepHa yacTHHA, AJS MOKPAIIEHHS LIBU-
KOJii Ta 3HUKEHHS MOTPeOU B CUCTEMHHUX pecyp-
cax (30kpema, OII), peanizoBaHa 3a JOTIOMOTOO
moen nporpamuux motokis (Treads).

Tecmyseanna IIK. TecryBanua IIK - ne
000B’s13KOBa MpoLIEeaypa, AKa BUMAarae mpoBe/eH-
HSl B yMOBax Onu3bKux A0 pobounx. I1ig yac tec-
TyBaHHS MOYKHA OLIHUTH SIK 3arajibHy CTa0lib-
HICTh IPOTPAMHUX MOJYIIB, X KOPEKTHY B3a€MO-
IO 3 CUCTEeMHUM Ta npukiaanuM [13, takxi cry-
MiHb HaBaHTaXEHHS Ha cuctemy. OcTaHHINA (ak-
TOp MOXe OYyTH BKJIMBUM TPH TEXHIYHOMY 00-
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IPYHTYBaHHI BUKOPUCTAHHSI KOMIUIEKCY Ha Oara-
TOKOPHUCTYBALIbKil, BUCOKOHABAaHTAXEHIH cucre-
Mi. J{71s IbOTO MPOBEIEMO HaBaHTAXyBaJIbHE TeC-
TyBaHHs Ha poOouiii KC i3 BUKOpHUCTaHHSIM TH-
MOBOTO I'paiuHOTO0 KOPUCTYBALIBKOTO OTOYCHHS.
SIk 00’€KTH MOHITOPHHIY 3aCTOCOBYBaTUMYTbHCS
smonToBaHa ®C Ta MepekeBi 3’€THaHHS (THIIOBA
CHUTYallil NPU BUKOPUCTAHHI TaKMX MPOTpaM, 5K
neperisig BeO-CTOpiHOK B Opaysepi, omepartii 3a-
BaHTaKEHHS (ailiIiB TOIIIO).

JUis. HaBaHTa)XyBaJbHOI'O TECTYBaHHs BUOe-
pEMO TUIIOBUI KOMII'IOTEp, KU BUKOHYBaTHME
POJIb KIIIEHTCHKOT IIIAT(HOPMHU.

Moro anaparHi XapakTepUCTHKY:
neHTpaibHuid  npouecop — AMD Phenom |l
X2 565, raktoBa yacrora 3.4 I'Tn;
maTepuHcbka 1uiata — Gigabyte GA-880GA-
UD3H;
onepatuBHa nam s1th — DDR3-1333, 3 I'b;
xopctkuii auck — WD Caviar Black, 500 I'6;
MepekeBUil amantep — BOynmoBanmii, Realtek
8111D.

TectoBa poboua craniis migkmodeHa 10 KM
3 BukopucTtanHsam texHoiorii 100 MBit Ethernet
Ta Mae JOCTYI 10 Mepexi [HTepHeT Ha MIBHUIKOCTI
o 10 Moir/c.

Sx TI3 BuxopuctoByethcs OC Debian
GNU/Linux. Bepcis sapa: 3,2,0-amd64; Bepcis
cucreMmuoi 6iomiorexu; EGlibe: 2,13.

[ToTpiOHO 3ayBakMTH, LII0 HA TECTOBOMY CTe-
HA1 BHUKOpPHUCTOBYeTbcs 64-6itHa Bepcist OC
GNU/Linux Ta BCbOTO CHCTEMHOTO 1 MPHUKJIATHO-
ro I13. He3Baxkatoun Ha Bce 1€ 3HAYHE PO3IO-
BCIOJDKEHHS 3acTapiioro, 32-6irHoro 13, BoHO He
Ma€ MOYJIMBOCTI TOBHOILIIHHO BUKOPUCTOBYBATH
CyYacHI amapaTHi pecypcH, TOMY HOTo 3acTocy-
BaHHS HE € PEKOMEHJOBaHUM. [HIII mporpamHi
3aco0U MPUKIAJAHOTO PiBHSA, SKi BUKOPUCTOBYBA-
JMCh Ha TECTOBOMY CTEHJI: rpadiyHe OTOUYEHHS
poboyoro crony KDE 4.6.5 ta cynytre I[13; 6pay-
sepu: Google Chrome 12, Mozilla Firefox 9; mo-
mroBuil kiaieHT lceDove 3.1.16; koHcoNbHUI Me-
Hemkep 3aBaHTaxkeHHs WGet, odicHuii maker
LibreOffice 3.4.5; komninstop GCC 4.6.2.

Ha momenT TectyBanHs Bepcii [13 Bigmosi-
Jlajila HaWHOBIMIMM Y TE€CTOBIM TiIIi AUCTPUOYTH-
Ba Debian GNU/Linux. Po3ainu sxopcTkoro muc-
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Ky Oynu Bingopmarosani y @C XFS, sika croyar-
Ky Oyna po3paxoBaHa Jjisi BUKOPUCTAHHS Ha JUC-
Kax BEJMKOro o0csAry 1 JOCUTh €(PEeKTUBHO Ipa-
II0€ SIK 13 (haiimaMu BEMKOro, TaK 1 Majaoro pos-
Mipy, B TOMY YHCII IIpH TPYNOBUX OMNEparlisax i3
BEJIMKOIO KUTBKICTIO (paiiiioBUX 00 €KTIB.

besnocepennro tectyBanns 11K BinOyBanoch
y Tpu etanu. Ha K0’KHOMY 3 HUX BiITBOPIOBAJach
0J1HA 3 TPbOX TUIOBUX CUTYALlii: mpaist 0icHOTO
npaliBHUKa, TOOTO MepeBaxkHa polOoTa 3 TEKCTO-
BUMH JOKYMEHTaMHU Ta EJIEKTPOHHOIO IMOMITOIO;
CUTYyallif, L0 BIATBOPIOE IHTEHCHBHE BUKOPHC-
TaHHsI TUCKOBOTO BBEJICHHS-BUBE/ICHHS Ta 3HAYHE
MepeKeBe HaBaHTaKeHHs (MapaiiesibHe 3aBaHTa-
JKEHHs1 (pailJTiB BEIIMKOTO PO3MIPY); BiATBOPEHHS
poboTH mporpamicta (KOMIUIALIS BETUKUX 00Cs-
riB BUXIHOTO Koay). Peectpartii mimiiranu daii-
70B1 00’ exTH Ta MepexkeBi TCP-3’e1HaHHS.

[epruwmii etamn moysrae y BiATBOPEHHI CUTYya-
1ii, KoJIK 32 poOOYOO CTAHIIIEO TPAIOE 0DICHUMA
CHiBpOOITHUK, OCHOBHAa po0OOTa SKOro BinOyBa-
Jace y mporpamax odicHoro makera OpenOffice,
Opay3epi Ta MOITOBOMY KIIi€HTi. TpUBaiicTh BU-
npoOyBaHHA cTaHOBWiIa 6 romud. [ns 3amipiB
MOKA3HHUKIB HABAHTAXXCHHS MPOLIECOPa, KOPCTKO-
rO JUCKAa, BUKOPUCTAHHS PO3IUTY IIIKAYKK Ta
rpadigHOoro BimOoOpaXkeHHs OTpUMaHOi iHpopMa-
1[ii BUKOPUCTOBYBAJIUCh CKPHUIITH, 110 OTPHUMYBa-
J¥ 3HAYCHHS BiJI CTAHIAPTHUX YTHIIT, a TaKOX
yepe3 GaitnoBuii iHTEpdeic/pProc, 3 moganbImM
aHali3oM Ta TOO0ymoBOorO TpadikiB y MakeTi
OpenOffice. Ha puc. 4 i 5 mogano piBeHb BHKO-
pHCTaHHS MPOoLecOpa B PEKUMI KOpPHCTyBada Ta
Spa, Ta IHTCHCUBHICTh BUKOPUCTAHHS JHUCKOBOTO
BBC/ICHHSI-BUBC/ICHHSI.
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Puc. 4. I[loka3HUKM HaBaHTaXEHHS IIpoOLIECOpa:
a — B peXUMi KOpUCTyBaua, %;
0 — B pexuMi sapa, %
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Puc. 5. [HTeHCUBHICTH AMCKOBUX OTIepaIliit

Ha puc. 6 ta 7 BignmoBimHO BigoOpakxeHO
[MOKA3HUKK, AaHAJIOTIYHI BHIIE I[OJAHUM, alie
3aikcoBaHi Ha cucremi Oe3 Bukopuctanus I13
MOHITOPUHTY KOPHCTYBAILIbKOi aKTUBHOCT!.
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Puc. 6. [Toka3HUKYM HaBaHTaXEHHS IIPOIIECOPa
(6e3 I13 MOHITOPHHTY): @ — B pEXKHMI
KopuctyBaua, %; 6 — B pexxumi sapa, %
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Puc. 7. [HTEHCUBHICTH AUCKOBUX OTIEpaIliit
(6e3 I13 moniTOpHHTY)

Sk BUIHO 3 TpadikiB, BUKOPHCTaHHS PO3pO0-
nenoro [1K Ha MammHi, SKIIO 3aBaHTa)KCHHS HIDK-
4ye cepeqHboro (TumoBa ogicHa pobodva CTaHIis),
301IbLIYE BUKOPUCTAHHS MPOLIECOPHOTO Yacy Ha 2
— 3 %, 110 € Mai>ke HEBITUYTHUM IS KOPUCTYBaya.
30inbIIeHHs] TUCKOBOI akTUBHOCTI HA 4 — 6 %
MOB’s3aHE 3 THUM, IO KJIIEHTChKA Ta CEpBEpHa 4ac-
TUHH OyJIM BCTAHOBJICHI Ha OJHIHM 1 Till camiil Tec-
ToBiA MaruHi. L{i 10IaTKOBI 3BEpTaHHS O HAKO-
MUYyBaviB BUHUKAIM, SK MPABHJIO, I Yac omnepa-
il 3BepTaHHs 10 KOPHCTYBALBKUX (aiiiiB. Buko-
puctanss >x OIl He 3MIHIIIOCH.

Jlpyruii erar moJisiraB y BiITBOPEHHI CUTYallii,
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KOJIM, TIOPSA] 13 3HAYHUM HABAaHTA)KEHHSIM Ha JIUC-
KOBY IIJICHCTEMY, Ma€ MICIle IHTEHCHBHE Iiepejia-
BaHHs jJaHuX yepe3 KM. Jlns nporo BUKOHYBAJIOCH
napaliefibHe 3aBaHTaXeHHs QaitniB yepe3 KM (ox-
HouacHO 10 moTOKIB) Ta 30epiraHHs iX Ha MiIKOHT-
POJIBHUIA PO3/ILT KOPCTKOTo AuCcKy. Po3mip ¢aiinis
BapitoBaB Bin 20 M6 no 50 I'6. ®aitnu npibHOTO
PO3MIpY TIOTPiOHI JUTS BHUSBICHHS HASBHUX «BY3b-
KUX Miclp» mpu po6oTi 3 mertaganumu OC. Tpusa-
JCTh eKCHepuMeHTy craHoBuia 6 ron. Ilin yac Bu-
npoOyBaHHsS MPOBOAWINCH 3aMipd HaBaHTaKEHHS
nporiecopa B peXKHUMi KOPUCTyBava Ta siapa (puc. 8)
Ta HaBaHTAXCHHs IUCKOBOI mincucremu (puc. 9).
Ha puc. 10 ta 11, BimnoBigHO, MoAaHO aHAJIOTTYHI
MOKA3HUKH, OTPUMaHI Ui CUCTEMH 0€3 BHKOpHC-
TaHHs po3poobeHoro I1K.
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Puc. 8. [loka3HuKH HaBaHTaXEHHS MPoIIecopa:
a — B peXXUMi KOpUCTyBaua, %;
0 — B pexuMi sapa, %
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Puc. 9. [HTEeHCHUBHICTh TUCKOBHX OTIepaIliif
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Puc. 10. IToka3HuKH HaBaHTaKEHHS IIPOIEcCopa
(6e3 I13 MOHITOPHHTY): @ — B peXKHMI
KopuctyBaua, %; 6 — B pexxumi sapa, %
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Sx BugHO 3 TpadikiB, B JaHOMY BHUIIPOOY-
BaHHI PEECTPYETHCS BiAUyTHE 30UTBIICHHS BUKO-
pHUCTaHHs mporecopHoro yacy. [Ipuuomy mik Ho-
ro NpUIAJa€ Ha omepalii 3 BEIMKOI0 KUIBKICTIO
npiOHUX ¢aitniB. OgHAK, SKIIO 30UTBIICHHS 3aBa-
HT@KEHHs MpoIllecopa B JaHOMY BHIAIKy HEBi-
YyTHE U1 KOPHUCTYBaya, TO IHTEHCHBHI Omepartii
3 (aitmamu Oy Oinbin «momitHi». Ha rpadiky
peecTpyeThCsl 30UTBIIIEHHS JUCKOBOI aKTHBHOCTI
i yac omepaiid i3 apiOnumu ¢aitnamu Ha 4 —
6%, Ha omeparisix i3 BeMUKUMH (aililaMu pI3HUISL
He nepesuiyBaia 3 — 4 %. Peectpyerbcs 3011b-
IICHHS 3aBaHTAXEHOCTI CUCTEMH B PEXHUMI KOpH-
cryBaya (puc. 8, 10), 1110 NOSCHIOETHCS aKTUBHIC-
TIO MOHITOPHHTY MEpPEXKeBOi MiICUCTEMU.
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Puc. 11. [HTeHCUBHICTh TUCKOBUX OTEpaIlii
(6e3 I13 moniTOpHHTY)

Tperiii eran mondraB y BiATBOPEHHI pOoOOTH
nporpamicta. [[ist mboro BUKOHYyBaBcs 301p 3 BU-
XITHUX KOMIB Si7jpa CUCTEMHU Ta MOBHOTO Tpadid-
Horo cepenosuiia KDE4 3a nonomororo mrarHo-
ro komniastTopa GCC. TpuBaiicTe eKCIIEpUMEHTY
CcTaHOBWIIA OJIM3BKO 3 rOJI., IO BiAMOBIIAE ITOBHIA
KOMITUTSAIIT BHIE3raJaHNX MPOTPAMHUX MPOIYK-
TiB.Ilin wac pobOTH KOMMIIATOp, TO-MEpIIE,
CTBOPIOE 3HAYHE HABAHTAXXEHHS Ha MPOLIECOp, MO-
Apyre, IpU KOMIULALIT CKIaJHUX MPOEKTIB oOIe-
pPy€ BEITUKOI KUIBKICTIO IpiOHUX THMYACOBUX
¢airiB, CTBOPIOIOYM BIINOBIAHE HABAHTAKEHHS
Ha JIMCKOBY MIICUCTEMY.

[Tin yac HaBaHTaXXeHHA OynuM BUMIpsHI 3a-
BaHTA)XCHHS MPOIECOPA CUCTEMHU PEKUMY KOPHC-
TyBaya Ta siapa (puc. 12), Ta HaBaHTaXCHHS JTUC-
koBoi migcuctemu (puc. 13). Ha puc. 14 ta 15,
BIAMOBIAHO, TIIOJAHO AaHAJIOIIYHI ITOKA3HUKH,
OTpuUMaHi g cucTeMu 0e3 BUKOPHCTAHHS PO3-
pobnenoro I1K.
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Puc. 12. Tloka3Huky HaBaHTaKEHHS MIPOIECopa:
a — B peXXUMi KOpUCTyBaua, %;
0 — B pexuMi sapa, %
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Puc. 13. [HTeHCUBHICTH TUCKOBUX OTIEpaIliid
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Puc. 14. Tloka3HuKku HaBaHTaXEHHs Mpoliecopa
(6e3 I13 MOHITOPHHTY) : a — B PeXKHMI
KopuctyBaua, %; 6 — B pexxumi sapa, %
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Puc. 15. [HTEHCUBHICTh TUCKOBHX Omepailiit (0e3
13 MoHITOpUHTY)

Sk BUAHO 13 TpadikiB, 30UTBIIYETHCS 3aBaHTa-
JKEHHSI TIPOIIeCOpa, TOB’S3aHE 3 MOHITOPHHIOM
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(aiiIoBOi aKTUBHOCTI, @ TAKOX BIIIOBIIHO 3pOCTa€e
3aBaHTAXECHHS CUCTEMH PEXUMY sipa. Takox pe-
ECTPYETHCS TIOMITHE 30UIBIIICHHS aKTHBHOCTI JIUC-
KOBOI ITiJICHCTEMH, 10 MOSICHIOETHCS 3aITUCOM 3ape-
ectpoBanux 3MiH y @C. Cy0’€KTUBHO MPOLIEC KOM-
NUTSLIT BEJTMKHAX MPOEKTIB MOYKHA XapaKTepu3yBaTu
SK JTOCHTh «Ba)KKE» 3aBJIaHHS, sIKE came MO co0i
CTBOPIOE BITYYTHE HABAHTAKEHHS Ta CHOBLUIBHIOE
IIBUJIKICTh PEaKIlii CUCTEMH, 1 B IaHOMY BHIAJKY
BUKOPUCTAHHS KOMILIEKCY BITUyTHUM He OyI10.
Bucnosku. Ha ocHOBI aHani3y 3arpo3 Ta Ipo-
011eM aIMIHICTpYBaHHs MEpeX OOIpyHTOBaHA aKTy-
AJIBHICTh PO3POOJICHHS Ta BUKOPUCTAHHS MPOTPaM-
HHUX 3ac00IB NMPHUXOBAHOI peecTpauii i KOPUCTY-
BauiB. PeanizoBano [13 MOHITOpUHTY IisTIBHOCTI Ta
aKTUBHOCTI Ha KOMIT'FOTE€pax KOPIIOPaTUBHOI Me-
pexi komnasii, mo BukopuctoBye OC GNU/LInux.
Cucrema MOHITOpHHTY Aiii kKopHucTyBauis KM
JacTh 3MOTY OTpUMaTd MOBHY iH(opMmaliio, o
MOe OyTH BUKOpPHCTaHa JJIsi BUCHOBKIB 32 Pe3yJib-
TaTaMH aHaNli3y MisUTbHOCTI KOPUCTYBauyiB Ta pe-
3yAbTaTiB iX poOotu. Ilporpamuuii Komruekc mo-
3BOJISIE TIPOBOJJUTH KOHTPOJIb 32 akTHBHICTIO 113, B
TOMY YHCIII TIPOTIPIETAPHOTO, SIKE MOKe OyTH MoTe-
HIIIHAM JKeperoM iHpOopMaliiHUX 3arpo3 Ta Mif-
TPUMYBATH piBeHb O€3MEeKH Ha BIIIOBIIHOMY PiBHI.
Bbyno nposenene tecryBanus 1K mms moniTo-
PHUHTY KOPHCTYBAllbKO1 aKTHBHOCTI B YMOBaX MoO-
JIETIOBaHHS TPhOX TUIOBUX BUMAJKIB. poOoTa odi-
CHOTO TIEPCOHAy, aKTUBHE HABAaHTAKEHHS JMCKO-
BOI Ta MEPEXKEBOI MiJICUCTEM, a TAKOXK KOMITUIALILSA
CKJIaJHUX TPOrpaMHHUX NPOAYKTiB. B ycix Bumaz-
KaX pPEeECTPYyBaJIOCh IE€BHE 30UIBIIEHHS BUKOPHC-
TaHHs PeCypCiB MpoOIecCOpa Ta IUCKOBOI MiJCHUCTe-
MU. AJe, Io-TiepiLie, pi3HULA Oyina JOCUTh MOMIpHA
(mo 10 % HaBiTh MpH MIKOBOMY HABAaHTAXKEHHI), a
Ho-7Ipyre, cyO’€KTUBHE Bpa)KEHHsI OIEpaTopiB Bix
pOOOTH Ha MIAKOHTPOJBHIN CHCTEMI JO3BOJISE TO-
BOPHUTH PO MAJIONOMITHUI BIUIMB OIepauiii MOHi-
TOPUHTY Ha IIBUJKICTH BIATYKY cHCTeMH. Tomy
MOYKHa 3pOOMTH BHCHOBOK, 110 po3poOnenuit 1K
MOXe OyTH PEeKOMEH/IOBaHHMH Ul BUKOPUCTaHHS B
KC 3 GaratokopucTyBallbKUM JOCTYIIOM, B TOMY
YUCIIl Y BYy3JaX, Jie IUIAaHYEThCSl 3HAYHE HaBaHTa-
YKEHHs1. 3 HIIOro OOKY, MPH NOAAIBIIOMY PO3BUTKY
nmanoro I13 mocrae HEOOXIAHICTE TOJATKOBOI OITH-
Mi3arii poOoTH 13 IUCKOBOIO MIZICUCTEMOIO, @ TAKOXK
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MO>KJIMBOT ONTHMI3aIlii MOy MOHITOPUHTY Me-
PEX)eBOi aKTUBHOCTI, B TOMY YHCIIi HOTr0 amamrarii
JI0 CyYaCHUX NPOrpaMHHUX 3ac00iB HOBIMIUX Si/IEp
Linux.
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