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Abstract. In this paper a method for constructing hash functions based on irreducible polynomials in fi-
nite fields was considered. The problem of finding irreducible polynomials was considered. A computer sim-
ulation of hash functions was performed using irreducible polynomials. The results of using various irreduc-
ible polynomials and their analysis are given. The problem of the occurrence of collisions depending on the
length of the hash, and the probability of collisions is estimated depending on the number of enumeration

operations were considered.
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Introduction

With an increase in the amount of information,
problems associated with large amounts of data,
which later require the implementation of the pro-
cesses of storage, transmission or processing, are
aggravated. Working with large volumes of files
significantly complicates the specified processes, in
connection with which there is a need for the exist-
ence of algorithms that allow to compress the vol-
umes of files to the required size acceptable for their
effective processing.

An important role in the process of interacting
with files is played by hash functions. The use of
hash functions implies a transformation of the origi-
nal data according to a certain algorithm in a se-
guence of fixed length. This allows you to signifi-
cantly speed up the search among a large variety of
files to view, change or delete, to make comparisons
between files, to check for immutability, in cases
where the data should not be changed by outside
persons. Thus, hashing is used in all areas where it
builds the question of storing, transferring or pro-
cessing data in the form of files, namely in cryptog-
raphy, computer graphics, when organizing data on a
computer and on the Internet.

At this stage of development of the theory of
hashing, there is no clear definition of the concept of
"hash function"”, as well as a clear classification of
hashing methods. According to the definition of
D.E. Knut, the hash function converts any possible
key K (the original data) into a list number h(K)

in the range from 1 to m. This is true for data struc-
tures that store key values and its number [1], [2].

In cryptography, hash functions are designed to
convert raw data into a sequence of fixed length in
order to check for data immutability in the processes
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of storage or transfer [3]. An example of such data
may be securities or passwords that should not be
changed and accessible to a limited number of per-
sons.

Regardless of the scope of the hash functions,
the same problem arises - the occurrence of colli-
sions. A collision is a case where several files have
the same hash, the result of using the hash function.
The occurrence of collisions is due to the fact that in
most cases the power of the set of various data to be
hashed exceeds the power of the set of all kinds of
hashes. For hash functions that take a variable-
length input and return a hash of constant length,
collisions will arise, because for at least one hash
function value the corresponding set of input data
will be infinite - and any two data sets from this set
form a collision . When working with a large variety
of files, collisions make it difficult to find data, and
when transferring or storing valuable data, they al-
low the evil intent to replace them.

The requirements that cryptographic hash func-
tions must satisfy (functions designed to ensure that
an attacker protects files from access and change
them) is irreversibility (it should be impossible to
create an algorithm with polynomial computational
complexity that restores the original data in real
time) collision resistance, fast calculation speed and
the presence of an avalanche effect (with a small
change in the source data, the result should change
significantly). Currently, 256-bit or more is consid-
ered an acceptable hash length in cryptography.
However, with the advent of more powerful com-
puters, this length will not be enough. The main
problem with the use of hash functions is that the
existence of irreversible functions, which exclude
the possibility of collisions, has not been proven. In
addition, there are no universal methods of hashing
and they should be selected on the basis of their field
of application.
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In practice, functions are used for which the
theoretical probability of occurrence of collisions is
close to zero, but with the emergence of more pow-
erful computational tools, the search for collisions
may not be such an indescribable task. For this rea-
son, existing algorithms require constant improve-
ment. A special role for this has a complexity-
theoretic problem, namely, algebraic number theory
[4]. At present, number theory is widely used in
cryptography; however, this is not sufficient when
effective factorization algorithms appear. For this
reason, it becomes necessary to use the theory of
finite fields. Using irreducible polynomials over fi-
nite fields can be a more effective means of protec-
tion. It should be borne in mind that in the formation
of hashing methods in finite fields, a number of
mathematical problems may arise. One of these
problems is the search for irreducible polynomials of

a given degree over a field F or GF(p) that can

be used to find message hash codes. Since the data
must be converted to a sequence of fixed length, it is
convenient to use calculations in finite fields, since
the result will be an element of the selected field, so
the hash will take values from a finite set of ele-
ments.

The main goal of this paper is to analyze hash
functions based on irreducible polynomials in finite
fields. Next, the paper considers the problem of find-
ing irreducible polynomials, and also describes a
hashing method based on calculating the remainder
of dividing by a irreducible polynomial.

1. Arithmetic of finite fields

Such sections of algebra as the theory of finite
fields and the theory of polynomials over finite
fields increasingly influence the construction of var-
ious systems for protecting information, encoding
and decoding information. In particular, the algo-
rithms of cyclic redundant codes appeared [5],

which use polynomials over the field F . Cyclic

redundancy codes can be used as hash functions for
detecting errors and checking data integrity.

To understand the concept of a finite field, you
must enter the definition of a ring and body. A ring
(associative and ¢ 1) is a system (S,0,,—+,),
where (S,0,—+) is an Abelian group (in which the
commutativity law holds), (S,1-)is a semigroup,
with 1, satisfying the laws of distributivity. A ring is
abody 0#1&Vaib (ab=1&ba=1)in which,

while a commutator body is called a field [6].Due to
the fact that a finite field is a set with a finite number
of elements, the operations of addition, subtraction,
multiplication, and division can be performed in it in
accordance with the field axioms [7]. Since the finite

fields are closed with respect to the above opera-
tions, i.e. for any two field elements a,be Fp,

when performing any of the operations aeb=c,
the result will be the element belonging to this field
c € F,. It should be borne in mind that all calcula-

tions in finite fields are performed modulo p which

is a characteristic of a finite field and is a prime
number.

The simplest example of finite-A is the residue
class ring Z /(p) modulo a prime number p, which

can be identified with the Galois field F, = GF(p)

of order p [7]. According to the theorem on the ex-

istence and uniqueness of finite fields, for every
prime number p and natural numbern there is a fi-

nite field of p" elements [7]. To build a field Fpn ,

it is necessary to find a polynomial P(x) of degree
n irreducible over a field F . Such a field is repre-

sented by polynomials over F_ a degree not higher

n—1. An irreducible polynomial is not decomposa-
ble into nontrivial polynomials and is an analog of
prime numbers in the natural series. A feature of
irreducible polynomials is that, being irreducible in
one field, the polynomial will be reducible in anoth-
er field, which has found application in coding theo-
ry and information protection systems.

The search for irreducible polynomials is a dif-
ficult task, especially over fields of large dimension.
The search for irreducible polynomials requires effi-
cient algorithms and large computational resources,
as in the case of searching for primes, which is the
main problem for building effective hashing algo-
rithms based on them. At present, there are no effec-
tive algorithms for searching for irreducible poly-
nomials; there are only irreducibility criteria and
methods for testing irreducibility. The search is car-
ried out by enumeration of polynomials and checks
of each individual for irreducibility. To test a poly-
nomial P(X) degree n>2 for irreducibility over a
field of characteristic p, the following algorithm
exists [8]:

1. The initial value of some polynomial is ini-
tialized G, (X) = X.

2. The following value is
G, (X) =G, (x)” mod P(x).

3. Calculate the greatest common factor
(GCD) between P(x) and (G,(x)—Xx). If the
GCD is not equal to one, then the given polynomial
is reducible. Otherwise, the next value is calculated
by the recurrence formula

calculated.
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G (X)=G,,(X)P modP(x),i=1|n/2
\_ J is the operation of taking the integer part of
the number.

4. If the GCD P(x) and each of (G, (x)—X)

is equal to one, then t polynomial P(x) is irreduci-
ble.

where

The disadvantage of such an algorithm is the
low computation speed with sufficiently large val-
ues N, since at each step the operation of raising to
the power level and finding the GCD is performed.
For this reason, we already consider irreducible
polynomials over an extension of the Galois field
GF(2).

Polynomial arithmetic is used for calculations
in finite fields. Adding to the field Fpn corresponds

to the usual addition of polynomials modulo p.
Multiplication is performed in two stages - first, as
usual multiplication of polynomials, and then the
remainder of division by an irreducible polynomial

is calculated, with which the field Fpn is construct-

ed. For example, fields of the same dimension can
be constructed in different ways, depending on the
choice of an irreducible many-member. They have
the same order and is-morphs to each other. This
follows from the fact that there are several irreduci-
ble polynomials of degree n for the characteristic
field p. Examples of irreducible polynomials for

fields F2 are listed in Table 1.

Table 1
Irreducible polynomials over a field F2

Degree of Irreducible polynomials
polyno-
mial
2 (x? +x+1)
3 OC+x2+D), (X* +x+1)
4 (x* + X3 +x2 +x+1),

(x* +x*+1), (x" +x+1)

5 (x> +x2+1),
(X° +x°+ x> +x+1),
(x° +x* +x®+x+1),

(x° +x* +x3+x% +1),

(X° +x* +x% +x+1)

There is an infinite number of irreducible poly-
nomials over each field. The existence of efficient
algorithms for the search for such polynomials will

make it possible to find polynomials of large degrees
— 256 degrees or more, which allows using hash
functions based on the theory of finite fields in cryp-
tography.

2. Hashing by irreducible polynomials

A possible way to construct a hash function in
finite fields is to use modulo division of an irreduci-
ble polynomial [4]. Such an operation is similar to
the division of polynomials in a column. For the ef-
ficiency of computer implementation, it is conven-

ient to use calculations in the Galois fields F, to

characterize the number 2 to a power (with exten-
sion) corresponding to the hash length. This allows
you to perform calculations on the data in the form
of a sequence of bits. The search for the remainder
of the division is implemented using per-bit shifts
and an exclusive or (XOR) operation. However, it
would be more efficient to use fields with character-
istics of large primes.

To apply this method of hashing, the data is en-
coded in some chosen way into a sequence

a,a,,...,a, of zeros and ones @, :{0,1}, which
corresponds to a certain polynomial
A(X)=ax " +a,x*? +...+a,,x+a, and the
hash code will be a sequence of bits obtained by di-
viding by irreducible polynomial
P(X)=p,X" + p,, X" +...+ p,X+p, and is
calculated by the formulas [9]:

B(x) = A(x) mod P(x) (1)
h(a,,a,,....a,)=b, b, ,..bb, @)

In formulas (1) and (2) b, b, ,..bb, are the
coefficients of a polynomial B(x) obtained as a re-
mainder of dividing a polynomial
A(X)=a,x*" +a,x*? +..+a, ,x+a, by a ir-
reducible polynomial
P(X)=p,X" + p,, X" +...+ p,X+ p, of degree
n.

Such a function is resistant to the restoration of
the original data, since even knowing the dimension
of the field and the irreducible polynomial used, it is
difficult to decipher the data, especially for large
degrees of irreducible polynomial. Irreducible poly-
nomials should be chosen on the basis of the area of
application of hash functions, since the length of the
convolution is equal to the degree of the polynomial.
So, for use in information security systems, at the
moment the optimal length is at least 128 bits and at
most 512 bits. The use of a polynomial of sufficient
dimension plays a significant role. If a selected pol-
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ynomial degree is |, then the set of all possible val-
ues that the convolution function can take is equal to

2" . For example, by using an irreducible polynomial
P(x) = x* + Xx+1, the number of various convolu-

tions will be equal to 16 and the search for messages
with the same convolutions will not be difficult.

A computer simulation of hash functions based
on irreducible polynomials of degree 32 with a dif-
ferent number of monomials was carried out, as a
result of which hashing efficiency was analyzed us-

ing each of the polynomials. An important factor
when choosing an irreducible polynomial is the
number of monomials in it. For greater computa-
tional speed, it is desirable to find polynomials with
a minimum number of monomials. For comparison
of the results of hashing, polynomials with 5, 12,
and 18 monomials were chosen. The speeds of cal-
culating hash convolutions of the input data of dif-
ferent lengths and using different irreducible poly-
nomials of the same degree are given in Table 2.

Table 2

The conditional speed of calculating convolutions with the use of irreducible polynomials of degree 32.

Calculation speed depending on the
Ne Irreducible polynomial message length (in bits)
64 256 512
X+ X2+ %% +x+1 0,22 0,37 0,41
XXX X x4 x4+ X+ x°+x3+x +1 | 0,39 0,43 0,51
32 30 29 28 26 20 19 17 16

3 | X lJer lJlrx l‘(|)-X 7+x 6+x4+x2+x +X7 + 0,43 0.73 1

X HXT X AX XX XX +]

At first glance, the difference in the speed of
computations is small, however, when processing
data volumes from 1MB and more, the difference in
computations between functions can reach one-hour
or more. This method of hashing is effective for use
over small amounts of data within a few kilobytes.

Table 3 shows the results of hashing by the ir-
reducible polynomials from Table 2 for an arbitrary
64-bit string and for the same line with small chang-
es to check for the presence of the avalanche effect
and mixing. For this, the 19th and 20th bits of the
input sequence are swapped.

Table 3

The results of applying hash functions based on irreducible polynomials of degree 32

Input bit sequence Hash results by irreducible polynomials

1 2 3
0110001100111001.. 11010011.. 01000110.. 01010111..
0001110000011111.. 11101101.. 00001100.. 11011111..
1110000011001000.. 01000000.. 01101101.. 00101111..
0110110100011111 00001110 01100110 01001100
0110001100111001.. 11010000.. 01010010.. 11110010..
0010110000011111.. 11101101.. 00000101.. 00010011..
1110000011001000.. 11010000.. 00100010.. 11101010..
0110110100011111 00101010 10110110 01001010

Functions implemented on the basis of the con-
sidered polynomials have the property of mixing.
This means that no connection can be established
between the convolution and the source data. Since
with a small change in the source data, the result of
the hashing should change significantly, the 19th
and 20th bits in the initial sequence of bits were
changed to check for compliance with this property.
Based on the results given in Table 3, functions
based on polynomials with a large number of mo-
nomials have the best avalanche effect. It is worth
noting that, despite the small degree of the above
polynomials, hash functions based on them have
some resistance to the occurrence of collisions.

When iterating over convolutions obtained during
processing of data in the volumes 1000, 5000, 10000
and 30000, no collisions were found, although this
cannot guarantee their absence on large volumes.

In the process of computer simulation of the
hash function, no collisions were found on samples
from the generated sequences, however, it is theoret-
ically possible to estimate the probability of finding
collisions depending on the number of all-possible
hashes and the generated sequences. To evaluate the
hash functions, para-dox ‘“birthdays” is used [10].
According to paradox-sous, the probability of coin-
cidence of convolutions of two sequences from one
sample (collisions of the second kind) is calculated
by the formula (3):
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-2n?

p(k)=1-e?", 3)

where k is the sample size, M is the number of all
possible hashes. The estimate of the probability that
a hash of a certain preselected sequence coincides
with any hash value from a sample of the generated
sequences is calculated as follows:

M -1)"
= —_ —— 4

o) =1-( 4 @

Thus, it is not difficult to show that the proba-
bility (3) of finding collisions of the second kind
increases significantly with increasing sample size,
as shown in Figure 1. Figure 2 shows the depend-
ence of the probability of finding collisions of the
first kind on the volume of the sample. Graphs are
constructed for a hash function with a number

32 .
M =2 of various values.
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1,09951E+12

Figure 1. Probability of finding collisions of the se-
cond kind.
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Figure 2. Probability of finding collisions of the first
kind

Based on the results obtained, in order for the
probability of finding the collisions of the first kind
to be equal p(k) =1, the sample k size must satis-

fy k > 2% and in order to find the collisions of the
second kind - k > 2.

The considered hashing method is suitable for
sequences of bits that can be represented by a poly-
nomial to a greater degree than the degree of the ir-
reducible polynomial chosen. Less long sequences
must be supplemented with the help of some func-
tion. In most existing hashing algorithms, the addi-
tion to the required length is performed by adding
one single bit and zero-bit bits to the sequence. In
addition, the sequence is desirable to add its original
length, which will reduce the likelihood of collisions
after the addition. Using the remainder of dividing
by an irreducible multi-term can serve as a separate
hash function, and can be used in conjunction with
other algorithms to improve certain properties. The
same hash found by this method can be used as a
cryptographic salt.

Conclusions

The theory of finite fields can be applied to the
construction of hash functions, however, along with
its application, problems arise that require a separate
study for further solution. One of these problems is
finding irreducible polynomials with certain proper-
ties. For the fields of the characteristic of high-digit
prime numbers, the task of searching for irreducible
polynomials of certain degrees is much more com-
plicated and requires large computational costs. It
was shown that it is advisable to use irreducible pol-
ynomials of sufficiently large degrees. Polynomials
consisting of a small number of monomials allow
finding convolutions for fewer operations. However,
polynomials with a large number of multi-member
enhance the avalanche effect of the hash function.
Both those and others have the same resistance to
collisions. An irreducible polynomial must be cho-
sen on the basis of the required properties of the
hash function. To enhance collision resistance and
improve the avalanche effect, one should choose
irreducible polynomials of degree 256 and higher
with the maximum possible number of one-
members. In cases where the hash function is used in
systems that require high speed calculations, it is
advisable to use irreducible polynomials with a min-
imum number of monomials.

The main disadvantage of hash functions based
on irreducible polynomials is the low computation
speed for large amounts of data. In addition to ex-
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tensions of the considered field, in order to increase
the resistance to collisions, it is necessary to consid-
er fields of large characteristics, which is a task for a
further solution. This will allow hashing data into
elements from a larger field, but it should be borne
in mind that this will complicate computational op-
erations on the computer.
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MATEMATHUYHI METOIH ITIOBYOBU XEm-CDYHKuHII?'I HA OCHOBI T]%OPIT KIHIHEBHUX
ITOJIIB B CUCTEMAX IHOPOPMANIMHUX TEXHOJIOT'TH

Boctpos I'. M., Ilonomapenko O. 1O.
Odecvruii HayioHanbHuil NONIMEXHIYHUL YHigepcumem

Anomauin. Y oanivi cmammi onucana npobiema susHaveHHs ma kuacugikayii xew-gyuryit, 6 3anedwc-
Hocmi 610 obaacmi 3acmocysanns. Posensnymo memoo nob6yoosu xeut-@hyHkyil Ha OCHOBI He36I0HUX MHO20-
YleHi6 8 KIHYeBUX NOJiAX. AHANI3YIOMbCs XapaKmepucmuky He36i0HUX MHO20UIeHI8, ma pe3yibmamu ix eu-
Kopucmauns. Poszensinymo npobnemy nowyxky He3gioHux MHOLOYLEHIE BUCOKUX CIMENeHi8 ma HeOOMiKU aneo-
pUmMis ix nowtyKy, nog s3anHux 3 Heooxionicmio nogHo2o nepebopy. byno euxonano xomn'romepne mooenro-
6AHHs Xeul-(OYHKYIl 3 GUKOPUCTNIAHHAM He38I0HUX MHO2OUNIeHI8 3 Pi3HOI0 KilbKicmio o0HouneHis. Hasedeno
pe3yabmamu 8UKOPUCHAHHS PI3HUX HE38IOHUX MHO20UleHi6 ma ix ananiz. [lokazano eniue 0opanoeo He36io-
HO20 MHOZOUJIEHY HA Pe3yibmam Xeuly8anwusi, 30Kpema HA 61aCMUBOCMi «IAGUHHO20 epexmy» ma ueuo-
Kicmb nepemeopents oanux y xeut. Iloxazano, wo nHasedenuti memoo nobyoosu xewi-QyHKyiil 00Cmamubo
CMItKULL 00 BUHUKHEHHS KONI3ill, 00HAK NOMpebye GUKOPUCTNAHHS 00UUCTIeHb 8 NOJIAX DLIbWUX XApAKmMepuc-
MUK 0151 BUKOPUCMARHSA 6 obnacmi kpunmoepaii. Pozensinyma npobiema 6UHUKHEHHS KO3l 8 3A1e)HCHOC-
mi 8i0 00BICUHU Xeuly | OYiHeHa UMOBIPHICMb UHUKHEHHSl KOMI3IU 8 3a1edCHOCMI 8I0 KilbKOCMI onepayit
nepebopy. Tlokazano, wjo MONICIUBICIb 3HAXOOIHCEHHSA KONI3IU € NPoOIeMOI0, KA BUHUKAE 3 HOSB0I0 WEUOKI-
CHUX obuucosarbHux mawiun. byno euaeieno, wo memoo nompebye mooughikayii' y eunaokax, aKkujo Oai,
nepesedeni 6 Nociioouicms 0im, sKi nioasearms 00podYyi xeul-OyHKYie, Maoms 008HCUHY, MEHWULY 3a
CMeniib He36I0H020 MHO20UAEHY. 3A3HAYEHO, WO OAHULL MemOoO Modce Oymu GUKOPUCTNIAHUL K KPUNMOSPa-
Qiuna cine 6 cyxynnocmi 3 iHwuMu memodamu xewyeauna. lloxazano, wo 3a0asa 30invuenHs cmitikocmi
Xew-@yHKyiti 00 UHUKHEHHSL KOAI3il, HeOOXIOHUM € GUKOPUCTAHHS MHO2OUIEHI6 OLIbll 8UCOKUX NOPSOKIE
ma nepexio 00 0OUUCTIeHb 8 NOSX OLILWUX XapaKmepucmux npocmux yucen. ITloxazano, wo posensHymuil
cnocib nobyoosu xew-QyHkyii nompedye po3pooxu 6inbul eghexmugHUx Memooi6 NOULYKY He36I0HUX MHO20-
YeHig OJisl 3HAXOOHCEHHSL MHO20UIeHI8 00CMAMHbO BUCOKUX CIENEHIS. .

Kniouosi cnosa: xew-@ynxyis, xinyese noie, He36i0HUL MHO2OYAEH, KOMIZIA, YUKATUHUL HAOTUUKOBUX
KOO, NONHOMIANbHA apudmemura, napadoke «OHI8 HAPOOINCEHHLY.
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MATEMATUYECKHME METO/Ibl IOCTPOEHHUSI XENI-&YHKIIUN HA OCHOBE
TEOPUU KOHEUYHBIX MNOJIEM B CUCTEMAX HH®OPMALIMOHHBIX
TEXHOJIOI'MHA

Boctpos I'. H., [Tonomapenko E. 1O.
Odeccruti HAYUOHATLHBIL NOTUMEXHUYECKUL YHUBEPCUMem

Annomauusa. Paccmompen memoo nocmpoenust xeut-@yHKyuil Ha 0CHO8e HeNPUBOOUMBIX MHO2OYJICHO8
6 KOHeuHblx nonsx. Paccmompena npobnema noucka Henpugooumvbix MHO20UIEeH08. Buinonneno komnwvromep-
HOe MOOenuposanue xeu-PyHKyuil ¢ UCNOIL30BAHUEM HENPUBOOUMBIX MHO20UIEH08. TIpusedenvl pe3yibma-
Mbl UCNONBLIOBAHUS PA3IUYHBIX MHO204NEeH08. Paccmompena npobrema 603HUKHOGEHUS KOATUULL.

Knwuesvie cnosa: xew-ynxyus, Koneunoe nojie, HenpusoOUMbIll MHO2OULEH, KOLIU3US, YUKIUYECKUL
U3OLIMOUHBIX KOO, NOJUHOMUATILHAS APUPMEMUKA, NAPAOOKC «OHEU POANCOCHULY.
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