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€MHICHA CKJIAJTHICTb TA BBYJIOBAHUI KOHTPOJIb IPUCTPOIB JIJIsI
ONNPAIIIOBAHHA EJIEMEHTIB POBIIUPEHUX ITOJIIB I'AJIYA

Poapir Euxiacl, B. Tiiyxos2, Moxammen Paxma?, I. JKoayoak?
UTisancoxuii MIDICHAPOOHULL YHIgepcumem
2Hayionanenuii ynisepcumem «JIo8iecoka nonimexnikay

Anomauin. Ilpeocmasnenns enemenmie poswupenux nonie Iarya GFA™), komu d>2, marome
iHghopmayitiny nadnuwxosicms. Ii Modcha sukopucmamu 01 opeanizayii 60y0068aH020 KOHMPOTIO onepayii
Hao enemenmamu nonis. Y pobomi nopisuroromocs noas GF(A™) sa moowcnueicmio opeanizayii é6yoosanozo

KOHmMpOoJio ma 3a EMHICHOIO CKAAOHICIIO.

Knwuoegi cnosa: poswupeni nons I'anya, emuicna ckiaduicmo, 66y006anull KOHMPOb.

Beryn

Ha choromHimmHiii J€Hb CTaHAAPTH30BAHO
BUKOPHCTaHHs [BilikoBux moinis [anya GF(2™) mis
OTIPAITIOBAaHHS E€JEKTPOHHUX NH(POBHUX iIMUCIB
[1], [2]. Kpim TOro, icHyIOTh CTaHIAPTH, SKU
BH3HA4aloTh BHKopuctanHs monis  GF(p™) 3
XapaKTEPUCTHUKOIO p > 3 (p — MpoCTe YHCII0), X0Ua 1
HE 3arepevyioTh BUKOPUCTAHHA TPIHKOBUX MOJIB 3
xapakTepuctukoo p = 3 [3]. nsg mocTkBaHTOBOI
kpurnrorpadii 3apa3 aHami3yeTbCs BHKOPHUCTAHHS
TI0JIA i3 XapaKTepHuCTHKO p =~ 2% [4].

[ TpUKIagHUX JOCTIHKEHb YHIBepCaTbHUX

QITOPUTMIYHUX  CHUCTEM  OOYHMCIeHb MOTPiOHI
Mozem, sAki O oO0’emHamu 3m00yTKH — Teopil
abcTpakTHHX AITOPUTMIB 3 NPaKTUKOIO

MPOEKTYBaHHSA 1 pPO3B’S3aHHS 3aJay Ha pealbHUX
KOMIT foTepax. Takoro Moaeinmo Moxke Oytm SH-
momens  (software-hardware  —  mporpamuo-
amapatHa) anroputmy [5]. B mpomecax cuHTe3y,
aHami3y i ontuMizamii SH-Mozmenei 3armpormoHoBaHo
BHUKOPUCTOBYBAaTH 1’ SITh XapaKTePUCTUK
CKJIaJIHOCTI: anaparHy, 4acoBY, EMHICHY, TPOTPaMHy
i cTpyKkTypHy [6], siki 3B’s3aHi omHa 3 OIHOIO 1
3aj1eKaTh OJHa BiJl OIHOI.

[opiBHSIHHS TPUCTPOIB, IO ONPALLOBYIOTH
€JIEMEHTH PO3LIMPEHUX MoJiB ['anya 3a HOKa3HUKOM
CTPYKTYPHOI CKJIaIHOCTI 3IIHCHIOETBCA y poboTax
[71, [8], [9], [10], [11], [12], amapaTtHOi — B [13],
[14], [15], wacoBoi — B [16], [17], [18]. Amauni3
€MHICHOI CKJIaJHOCTI Ta MOXIIMBOCTI Oprasizawii
BOYJIOBAHOTO KOHTPOJIIO 3TaJlaHMX MPHCTPOIB He
MIPOBOJIUBCS.

Tomy B poOoTi came 3 IHMX TOYOK 30Dy
aHATI3yIOTBCS  HPUCTPOi, 1[I0  ONPALbOBYIOTH
eneMeHTH TodiB [amya, pO3TISAAIOTHCSA IBIMKOBI
nonst Lamya GF(2™), ockinbku 3apa3  BOHH
MIPAaKTUYHO BHUKOPHUCTOBYIOTHCS; TPIMKOBI OIS
GF(3™ JUIE BUKOPHCTaHHS B HaHOIMmxdoMy
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Mali0yTHHOMY; 1HTIT MoJst 3 BEJIMKUMHU
xapakrepuctukamu GF(p™), sk MoxmBa OCHOBa
JUTSI TIOCTKBAHTOBOI Kpurrrorpadii.

1. IIpeacTaBjienHs e1eMeHTiB moJiiB I'ajya y
3aco0ax kpunrtorpagiuynoro 3axucry iHpopmanii

) 2
Enementu {tm yoeny 1 ,t,l} OCHOBHOTO  ITOJIS

MOJIHOMIialbHUN ~ 0aswc,

2m71

lamya  yTBOpIOIOTH

0.0%.0% ...0
lanya yTtBOproloTh HOpMambHUi Oaszuc (f 1 0 —
KOpEHi ToJIIHOMa P, IO YTBOPIOE Toiie). Yci iHmmi

€IEMEHTH OCHOBHOTO mois [amya MoxyTe OyTH
MpeAcTaBieHi sSK y MoJiHOMiamsHOMY ©Oasuci (y

t" . +at’+at+a, ), Tak iy
HOPMAJILHOMY
2 22 szl
a,f0+a0° +a,0° +..+a,,0° ), ne a — mua
nBiiikoBoro mouist ['anya — ne ABilikoBi po3psiau (i =
0,1, ..., m-1) [1]. V Oyzap-sixoMy BapiaHTi eleMEHTH
posmupenux nouis ['amya GF(d™) npencraBisttoTbest
y 3acobax K3l y Burnsai psaka CHMBOIIB 8m-18m-

2...a18p (y mosiHoMiampHOMY Oaswuci) abo @odi...dm-
2a@m-1 (y HOpMabHOMY 6asuci) (puc. 1).

CIICMCHTH OCHOBHOI'O  ITOJIA

BUMIAAL A, 4

Oasuci (y BUTJIAIL

Enement nons GF(d™)

am-1 | Am2 ™ 2 as a a ao

[log, d|6im

Puc. 1. IlpeacraBnenns eneMeHTiB noiis [anya

2. OuinroBaHus €MHiCcHOI CKJIAHOCTI
npeacTaBjieHHs eJeMeHTIB moJiB I'anxya

st posmmpenux moiiB amya GF(d™) 3
OpUOMU3HO  OJHAKOBUM  TMOPSAKOM  (KUIBKICTIO
€IeMEHTIB T0JIs1) 00’€M mam’siTi, HEOOXimHUN IS
30epekeHHsI KOJIIB eIEMEHTIB (EMHICHA CKJIaIHICTD),
Oyze pi3HUM [UI KOKHOTO IMOoJisl. SIKIIo B3sITH mosie
GF(2998) 3 TIOPSIKOM 2998, TO JIOBXXHHA KOJIy OJTHOTO
enemenra Oyne mopiBHroBath 998 6it. s most
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GF(d™ 3 mnopsaxom d™ = 2%% jnomxwmma xomy

emementa LC = m/élog.du. JlomxuHu KOJiB
€JIEMEHTIB I Pi3HUX MOJIB HaBeACHO y Tabmumi 1
Ta Ha rpadiky puc. 2 (Ld — moBKHHA TPeICTaBICHHS
OTHOTO pO3psiAy Komy enemeHTa, K — mpomeHT
301JbIIEHHST JOBKUHU KOJAY IO BIJHOIIECHHIO [0
NOBXKHHHU Koxy enementa nons GF(2%%), p — mpocte
YHCIIO0, XapaKTepucTUKa TmpocToro moist [‘amya
GF(p) Taxe, mo p ~ 2°%),

JIitikosi GF(2°%) ta mpocti mons 'amya GF(p),
a TaKOX JIESKi TOJIsI 3 BETUKUMU XapaKTEPUCTUKAMU
MalOTh HANMEHIy JOBXHHY KOJAY €JICMCHTIB.
Haii0inpmry goBXHMHY KOLy MarTh IOIS 3
XapakTepucTUKaMu 3 Ta S5, JOBXKWHHM IXHIX KOJIB
TIEPEBUIYIOTh JNOBXKUHY  KOIy €JIEMEHTIB
nBifikoBoro nosist Ha 25 - 30 %.

3 mi€i Touku 30py HalKpalle BUKOPUCTOBYBATH
IBIHKOBI Ta TIpOCTi Toyst 'amya, anme BHKOPUCTaHHS
IHITUX TIOJIIB HE MPHUBEIE MO 30UTBIICHHS TOBXKHHA
KoJiB (eMHICHOT ckilafHOCTi) OinbIe Hixk Ha 30 %.

3. BukopucTaHHsI HAJJMIIKOBOCTI  KOJiB
eJileMEeHTIiB po3imMpeHux noJiB Iajya nuas uinei
BOY/I0BAHOT0 KOHTPO.TI0

Koxxauil po3psn KOy eleMeHTa PO3IIHPEHOTO
nons Tanya GF(d™) npexncraBnserses np = élog.du
OiTammu, 3a JTOMMOMOTOI0 TKUX MOJKHA 3aKoryBaTH d; =
290,80 > { pisunx xonoBUX KoMOGiHawii. [Tpu mpoMy
sanumaerbest dg = Oy — d xogoBux xoMOiHariid, ki
HiKOMM He OyAyThb 3ycTpiyaTHCsi MPU HOPMAabHIH
po0OOTi TIPOIIECOPHHUX BY3JiB, BY3JiB IaM sATi Ta
KaHamiB mepedadi  gaHux. Lli HeBUKOpHCTaHi
(3a00poHeHi) KO/I0BI KOMOIHAIlIT MOXKHA 33 ST IS
MIPOBEACHHS KOHTPOIO poboTh 3acob6iB K31, B xoxi
BUKOHAHHS HUMH iXHIX OCHOBHHMX (DYyHKIIIH, TOOTO,
opranizyBatu BOyJOBaHE TecTyBaHHs (concurrent
error detection — CED). O3nakoro moMuiku Oyme
mosiBa Oy/b-sikoi 3a00poHeHO0i KoMOiHaIii B Oymab-
AKOMY pO3psAIi KOAy OyIb-sIKOTO eJeMEeHTa OIS
lanya.

Haiibinpmr mommpeHi Ha ChOTOAHINIHINA JIeHb
po3mupeni nons ['anmya, M0 BUKOPHCTOBYIOTHCS B
3acobax K3l — nBilikoBi, HE MalOTh 3a00pPOHEHUX
3HA4YeHb: KOKHUH PO3pPsI 8i KOAY elleMEHTa TaKoro
JIBIMKOBOTO TIONISI MOXKE TIPHMMATH TUTBKH JBa
3HaueHHs, 0 abo 1. A, Hanpukian, Al TPIHKOBOTo
nounst Taya GF(3™) KoJ KOKHOTO po3psiay @i Horo
eneMmeHTa (puc. 1) Moke MaTH 3HauYeHHS, SKi
MICTHUTH Tabauns 2.

ToMy B CTaTTi pO3IJISAAOTHCS HE Pi3HI METOIU
oprasizaiii BOyZ0BaHOTO KOHTPOJIIO, a aHATI3Y€EThCS
MOJKJIMBICTH OpraHi3aiii TaKoro KOHTPOJIO B PI3HUX
posmmpenux moisx lamya GF(d™) 3  pisaumun
XapakTepucTHkaMu 0, aje 3 mpuOIM3HO OJHAKOBHM
nopskoM (KibkicTro enementis mostst) d™.

Tabmums 1
JlossxuHa KoAiB eneMenTiB nonis GF(d™)

d m |Ld| LC K, %
2 1998 | 1 | 998 0
3 |630] 2 [1260| 26
5 1430| 3 |1290| 29
7 | 356| 3 |1068 7
11 1289 | 4 |1156( 16
13 [ 270| 4 |1080 8
17 | 245 | 5 | 1225 23
19 [ 235| 5 |1175]| 18
231221 5 |1105( 11
29 | 206 | 5 | 1030 3
31 ]|202| 5 |1010 1
37 1192 | 6 |1152| 15
41 (187 | 6 | 1122 12
43 1184 | 6 [1104| 11
47 (180 | 6 |1080 8
53 | 175| 6 | 1050 5
59 |1 170| 6 | 1020 2
61 | 169 | 6 |1014 2
67 | 165 | 7 | 1155 16
71 1163 | 7 |1141| 14
73 1162 | 7 |1134| 14
79 | 159 | 7 |1113| 12
83 | 157 | 7 |1099( 10
89 | 155| 7 | 1085 9
97 | 152 | 7 | 1064 7
101|150 | 7 | 1050 5
103|150 | 7 |1050 5
107 | 149 | 7 |1043 5
109|148 | 7 | 1036 4
113|147 | 7 |1029 3
1271143 | 7 |1001 0
251|126 | 8 |1008 1
509|111 | 9 | 999 0
### | 100 | 10 | 1000 0
p 1 [998| 998 0
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Puc. 2 I[0B>KI/IHa kouxis enementis moais GF(d™) B

OiTax
[MpunatHicTh PO3IINPEHNX MOJIiB 10
BOYZIOBAaHOTO  KOHTPOJNIO, IO  PO3IIIAJAETHCS,

3aJIe)KUTh BiJ[ BIJHOIIEHHS KiIBKOCTI 3a00pOHEHNX
KOMOIHAi [0 3arajpbHOl KINBKOCTI KoMOIiHaIi
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0:=100*dg/d: abo 1m0 KINBKOCTI  JTO3BOJIEHHX
koMOiHatiii q = 100*dg/d. Pesynbrat po3paxyHKy
OUX BiTHOWIEHb JUIS PI3HUX PO3MIUPEHUX TOJIB
lamya nHaBemeno y Ttabmumi 3 Ta puc. 3. Takox
MO’KHa OILIIHUTH 3BaXKEHY NpUAATHICTh
gd = g/np = 100*da/ny (a1t momiB, SKi  MaroOTh
3a00pOHEHI 3HAYCHHS KOIIB, pUC. 4), K MONEPEIHE
3HAYeHHS IiJIEHE Ha KIUIBKICTH OIT, SKI HEOOXiZHO
aHali3yBaTH  JUISl  BH3HAuUeHHS  3a00pOHEHMX
KOMOIHAIA.

Taomus 2
BOynoBaHe TecTyBaHHS KOJIiB €JICMCHTIB
tpiiikoBoro moast GF(3™)

a; | [BilikoBHit Kon I[MTomun| Os3Haka
KOZ ai, di1dio -Ka IIOMUIIKH
Error=aj;&a;
0
0 00 Jlo3BolteHuii | Hemae 0
1 01 Jlo3BosieHMid | HEMae 0
2 10 Jlo3BoneHumii | HeMae 0
3 11 3abopoHeHuil | € 1
Jist 30inbIIeHHs piBHA BOYJOBAaHOTO KOHTPOIIIO
PEKOMEHIIy€ThCSI ~ BHUKOPHCTOBYBaTH  MONS 3

XapaKTepUCTUKOI d, sfKa € TepIHuM MPOCTUM
YUCIIOM OUTBIIMM 3a CTemiHb 2, Hampukian, d = 5.
HaiimeHnmmii piBeHb BOYZOBAaHOTO KOHTPOJIO A€
BUKOPHCTaHHS TOJIB 3 XapakTepucTukamu d, sKi €
a6o crenenem 2 (d = 2), abo € mepmuM YUCIOM
MEHIINM 3a CTemiHb 2, ajle OuUIbIuuM 3a 3,
Hanpukiag, d = 127.

3 TOUKM 30py WiHUM BOYAOBAaHOTO KOHTPOIIIO,
HalkpamuM € Tojie 3 Xxapakrtepuctukoro d = 3
(posummpene Tpiiikoe mnone TIamya GF(3™) -
HEOOXiZIHO BH3HAYaTH BCHOTO OJHY 3a00pOHEHY
KOZOBY KOMOIHAIil0 B KOKHOMY 3 PO3pSAiB KOIY
eJeMeHTa 1 1e 3a0e3medye OXOIUICHHS BOYIOBaHHM
KOHTpoJieM Ha piBHi 33 %.

Baxmuso MIKPECIUTH, 110 OCKUJIBKH
MiHIMaJIbHA KOJOBA BifICTaHb XeMMiHTa dH 3B’ g3aHa
3 KUIBKiCTIO K MOMMIIOK, $Ki MOXHA BHSBHTH,
criBBigHOmeHHssM Oy >K + 1, a npu BUKOpHCTaHHI
Oyab-skoro mons Ianmya GF(p™) komosa Bixcranb
JUTSL KOJTiB KOKHOT U(pH Koy dxg = 1, TO KiTbKICTh
[MOMHJIOK, SIKI MOJKHA BHSBUTH B PO3MISHYTHX
nonsx, 0 > K.

Takuii BUCHOBOK TOBOPHUTH TIPO T€, 10 BUSBUTH
100 % yciX HaBiTh TOOJAMHOKHX ITOMHJIOK
HemMoximuBo. Tabiumio 3 Ta puc. 3 Tpeba
PO3TISAATH SK OLIHKY YaCTKU IMOMHIIOK, SIKi MOXHA
BHSIBJISITH 3aIPOIIOHOBAHUM METOIOM.

3anpornoHOBaHUN METOJ| JI03BOJISE YaCTKOBO
BH3HAYaTH KOHCTAaHTHI TOMWJIKH, SIKi MOXYTh
BHHUKATH Tijg yac pobotu 3acob6iB K31. Hanpuknan,
KOHCTaHTHa IIOMIJIKa B po3psmi @i (mocTiiiHe

3aKopodyeHHs Ha 1) mo3BojeHoro koxy 00
(Tabnuus 2) nepeBOIUTh WOTO B IHIIMN JTO3BOJICHUH
kox Ol — BHSIBUTH TaKy NMOMMUJIKY 3alpOTIOHOBAHUM
METOAOM HEMOJKJIMBO. AHaJIOrYHa IOMHJIKA B

no3BosieHoMy komai 10 mepeBomuTh  #oro B
3a00pOHEHUH KOJ, 11, 110 BUABIISAETHCS
3alPONIOHOBAHUM  METOJIOM. Takox  MOXKHaA

BUSIBJIATA 1 JAWHAMIYHI TOMWIKH (MIDXKXPO3pSIHI
3aKOpOYEHHA), SKIIO y KOH(DIIKTHUX CHTyalisx
(3axopoueHHs mkepena noriunoro 0 Ta mKepena
jgorigaoi 1)  cmoTBOpeHME ~— cuTHaim — Oynme
copuiimaTtca mnpuilmauem sk 1. Hampuxnag,
3aKOpOUYEHHA PO3PALIB aj1 Ta aj B Wil curyamii
IpUBEAE [0 TIEPETBOPEHHSA iXHIX KOPEKTHUX
kombOinanii 01 Ta 10 y 3a6oponeny xomOiHariro 11,
sKa Oyze BUSBJICHA 3alIPOIIOHOBAHMM METO/IOM.

Taomus 3
Pisenp BOy10BaHOr0 KOHTPOJIr0 moiiB GF(d™)

d | g | q|log,d |€og,dU d: | dg
2 0 0 1 1 210
3 25 33 [ 1,585 2 411
5 38 60 | 2,3219 3 8| 3
7 13 14 | 2,8074 3 8|1
11 31 45 | 3,4594 4 16| 5
13 19 23 | 3,7004 4 16| 3
17 47 88 | 4,0875 5 32|15
19 41 68 | 4,2479 5 32|13
23 28 39 [ 4,5236 5 32[ 9
29 9 10 | 4,858 5 32| 3
31 3 3 | 4,9542 5 32| 1
37 42 73 | 5,2095 6 64 | 27
41 36 56 | 5,3576 6 64 | 23
43 33 49 | 5,4263 6 64 | 21
47 27 36 | 5,5546 6 64 | 17
53 17 21 | 57279 6 64 | 11
59 8 8 | 5,8826 6 64| 5
61 5 5 | 5,9307 6 64 | 3
67 48 91 | 6,0661 7 128| 61
71 45 80 | 6,1497 7 128 57
73 43 75 | 6,1898 7 128 55
79 38 62 | 6,3038 7 128] 49
83 35 54 | 6,375 7 128| 45
89 30 | 44 | 64757 7 128| 39
97 24 | 32 | 6,5999 7 128] 31
101 | 21 27 | 6,6582 7 128] 27
103 | 20 24 | 6,6865 7 128| 25
107 16 20 | 6,7415 7 128] 21
109 [ 15 17 | 6,7682 7 128] 19
113 | 12 13 | 6,8202 7 128] 15
127 1 1 | 6,9887 7 128| 1

Takox Tpeba po3ymiTH, MO TPOMIXKHI

pe3yabTaTH  OOYMCICHb  MOXKYThb  HaOyBaTH

3360pOHCHI/IX 3Ha4YCHb. Hanpmma;[, npu ):[O,ZlaBaHHi
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uudp 1 ta 2 y tpiiikoBomy mom ((1 + 2)mod3 =
3mod3 = 0) npomixkHa cyma Ha0yBae 3a00pOHEHOTO
3HAUCHHS 3, SIKE MOTIM KOPEKTYEThCS 3BEICHHIM 32
MoxyJieM 3. Y naHoMy BUTIAAKY IMPOMiXKHE 3HAUCHHS

cymH, piBHe 3, HE TOBHHHO  BBaXXaTUCS
IIOMUJIKOBUM.
10[.)
90 T\ T\
o / N N
. ] AN
sl A T\ X Y
o0 I A N Y I N N
) I L WAV W R N N
A S A .
VAR \/ [
o N N Femaepema o d
A2 B T I I ASRRCIEE SRR AR IR IR

Puc. 3. PiBeHb BOy1OBaHOT'O KOHTPOJIIO TOJIiB
GF(d™), %

2

A n
0 \ 2 \ A
VN N N T
\\/ \\/ Xapaxrepuctika noﬁx\ﬂ\\—.\\

3 7 13 19 29 37 43 53 61 71 79 89 101 107 113

qd, %
e
5

o o

Puc. 4. 3Baxxenuii piBeHs BOYJOBAHOTO KOHTPOITIO
nonis GF(d™), %

BucHoBku

YV po0boTi moKa3aHo 10 PO3MIUPEHi IBIUKOBI Ta
mpocti mons lamya MaiThb HalMEHIIy JOBXHUHY
KOMIB eJNeMEeHTIB Mojis (HaliMeHIly €MHICHY
CKIIAIHICTH), aJie¢ BUKOPUCTAHHS 1HIINX PO3MIMPEHUX
noniB ['anya He mpuBene M0 30LIbIIEHHS TOBXWHA
KOJIIB €JIEMEHTIB (€EMHICHOT CKJIQJHOCTI1) OLIBIIIE HiXK
Ha 30 %.

Hdns  Oinbin  edekTHBHOTO  BOYZOBAaHOTO
KOHTPOJIIO IIPUCTPOIB, 10 3IACHIOIOTH
OIIPAIFOBaHHA €JIEMEHTIB PO3IIMpeHnX mouiB ["amya
PEKOMEHIY€ETbCSI ~ BHUKOPHCTOBYBaTW  MOJS 3
XapakTepUCTHKO O, siKa € TepuMM HPOCTHM
YUCIIOM OUTBIIKM 3a cTemiHb 2, Hanpukiam, d = 3
abo d = 5. HaiimeHiy edekTHBHICTH BOYZOBaHOTO
KOHTPOJIIO Jae BUKOPHCTaHHS TOJIiB 3
xapakrepuctikamMu d, siki € abo crernenem 2 (d = 2),
a00 € mepIuM YHCIOM MEHIIMM 3a CTEMiHb 2, ane
Oinpmm 3a 3, Hanpukian, d = 127,

3 TOYKHM 30py IiHM BOYIOBAaHOTO KOHTPOIIIO,
HalKpamuM € moie 3 Xapakrepuctukoro d = 3
(posmmpene Tpiiikose nose amya GF(3™)).

BukopucTaHHs HaUTHIIKOBOCTI, $IKYy MAalOTh
postmpeni nons [Manya 3 xapakrepuctukamu d > 2,
He 3abe3rnedye BUSABICHHS YCIX TOMWIJIOK, SIKi
MOXYTb BUHHMKATH IIiJI Yac ONPAIFOBAHHS €JIEMEHTIB
TaKUX TOJIB.
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CAPACITY COMPLEXITY AND EMBEDDED ERROR DETECTION OF DEVICES FOR
EXTENDED GALOIS FIELDS ELEMENTS PROCESSING

Rodrigue Elias?, V. Hlukhov?, Mohammed Rahma?, 1. Zholubak?
!Lebanese International University
2Lviv Polytechnic National University

Abstract. For extended Galois fields GF(d™) of about the same order (number of field elements) the
amount of memory required to store elements codes (capacitive complexity) will be different for each field.
Each digit of extended Galois field GF(d™) element code is represented by n, = élog.di bits, by which you
can encode d; = 24°%,% > d of different code combinations. At the same time, dg = d; — d code combinations
remain, which will never be encountered in the normal operation of processor and memory units and data
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channels. These unused (forbidden) code combinations can be used to control the work of these devices in
the course of performing their basic functions, that is, to organize in-built testing, so called concurrent error
detection (CED). Appearance of any forbidden combination in any Galois field element code digit will be the
sign of error. In this paper, various extended Galois fields with approximately the same number of elements
are compared by the capacitive complexity and concurrent error detection ability of the devices for such
fields elements processing.

To date, the use of Galois GF(2™) binary fields has been standardized for the processing of digital
signatures. In addition, there are standards that determine the use of the fields GF(p™) with the
characteristic p > 3 (p is a prime number), although they do not deny the use of ternary fields with the
characteristic p = 3. Fields with characteristic p =~ 2" are now being analyzed for use in post-quantum
cryptography. For applied research of universal algorithmic computing systems models are needed that
combine the achievements of the theory of abstract algorithms with the practice of designing and solving
problems on real computers. The SH-model of the algorithm (software-hardware model) can be one. In the
processes of synthesis, analysis and optimization of SH-models, it is proposed to use five complexity
characteristics: hardware, time, capacitive, programmatic and structural ones, which are connected with
each other and depend on each other.

Comparison of devices that process elements of extended Galois fields by the indicator of structural,
hardware and time complexities was carried out in earlier works. Analysis of the capacity complexity and
concurrent error detection ability of mentioned devices was not carried out.

Therefore, in the work in terms of capacitive complexity and concurrent error detection ability of
devices that process Galois fields elements the next extended fields are considered: binary Galois field
GF(2™), since they are now practically used; ternary fields GF(3™) - for use in the near future; other fields
with high characteristics GF(p™) which are supposed to be involved in post-quantum cryptography.

It is shown in this paper that extended binary and prime Galois fields have the smallest length of
elements codes (the smallest capacitive complexity), but the use of other extended Galois fields will not
increase the length of the elements codes (capacitive complexity) by more than 30%. In order to increase the
concurrent error detection ability of devices that process the extended Galois fields elements, it is
recommended to use fields with characteristic d, which is the first prime number greater than power of 2, for
example d = 3 or d = 5. Fields with characteristics d, which are either of power of 2 (d = 2), or are the first
number smaller than the power of 2, but greater than 3, for example, d = 127, have the least concurrent
error detection ability. From the standpoint of concurrent error detection cost, the field with a
characteristic d = 3 (the extended ternary Galois GF(3m)) is the best. The redundancy of the extended
Galois fields with characteristics d > 2 does not guarantee the detection of all errors that may occur when
processing elements of such fields.

Keywords: extended Galois fields, capacitive complexity, concurrent error detection

EMKOCTHAS CJIO)KHOCTb M BCTPOEHHBI KOHTPOJIb YCTPOMCTB 1151
OBPABOTKHU 3JIEMEHTOB PACIIIUPEHHBIX MOJEN TAJTYA

Poapur Dumac, B. Tiyxos?, Moxammen Paxma?, M. dKoayoak?
YTusanckuii mescoynapoonwiii ynusepcumem
Hayuonanvuviil ynusepcumem «JIb606CKas nonumexnuxar

Annomayus. Ipeocmasnenus snemenmos pacwupennvix nonei arya GF(A™), koeda d>2, umerom
ungopmayuonnylo uzdovimounocms. Ee moocno ucnonvsosamv 015 opeanuzayuu 6CmpoeHHo20 KOHMPOis
onepayuil Hao nemenmamu noieti. B pabome cpasnusaiomcs nons GF(A™) no eozmoorcnocmu opeanuzayuu
8CMPOEHHO20 KOHMPOJISL U NO EMKOCMHOU CLOACHOCTMU.

Knroueswie cnosa: pacuupennvie noas I anya, eMKOCMHAS CIOHCHOCb, BCMPOEHHbLIL KOHMPOb.
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